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INTRODUCTION
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The Central Bank seeks to promote the effective and
efficient development and functioning of the banking
system. To this end, Banks must have appropriate
policies, processes, procedures, systems and controls
to identify, monitor and mitigate operational risks.

In introducing this Regulation and the accompanying
Standards, the Central Bank intends to ensure that
Banks’ approaches to operational risk are in line with
leading international practices.

This Regulation and the accompanying Standards are
issued pursuant to the powers vested in the Central
Bank under the Central Bank Law.

Where this Regulation or its accompanying Standards,
include a requirement to provide information or to take
certain measures, or to address certain items listed at a
minimum, the Central Bank may impose
requirements, which are additional to the list provided
in the relevant article.

Al dae e Biadll g gy ghatll 50505 (M) (6 S pall b jecaall (prany
S8 O cong Aglall oda Gaial g Jady oS gad o jeadll
Aglall jlalaall Caggds s Al ey canatl AaB)

ey 3365l ]y ALl 138 Ja) (o (o 3S pal peadl gy
(L Al Sl 5y B o gl Rngia of (pe Bial )
dl;nn Jaa ‘f 533\)“ @Jﬂ‘ g.\LquAn.“ &

iladlally Slae ey 43l yuleall g plail) 13 sl o3 8
CGopadl (gl ASal Caga @Sl Gaadl ds giadl
(g Sl

ity il ol daliaall juleall i AUkl 138 ey Wi
l.«.).“ Jbdie gy 35 & (JAL’:L“ Ji «Sled ya) Alas _5‘ ‘L'_lLAJL\.A
Aila) 585 cllhia a5y o (¢3S pall Caeaall  gag ¢ 1ol 20

Alall il salalt a8 ) gl eullaial) Aol

OBJECTIVE

gl

The objective of this Regulation is to establish
minimum acceptable standards for Banks’ approach to
managing operational risks, with a view to:
i.  Ensuring the soundness of Banks; and

ii.  Enhancing financial stability.

supplement the
the supervisory

The accompanying Standards
Regulation to elaborate on
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expectations of the Central Bank with respect to
operational risk management.

APPLICATION

- ﬁ‘
L

This Regulation and the accompanying Standards
apply to all Banks. Banks established in the UAE with
significant Group relationships, including
Subsidiaries, Affiliates, or international branches,
must ensure that the Regulation and Standards are
adhered to on a solo and Group-wide basis.

This Regulation and Standards must be read in
conjunction with the Risk Management Regulation
and Standards, which establish the requirements for
Banks’ overarching approach to risk management.
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ARTICLE 1: DEFINITIONS
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1. Affiliate: An entity that, directly or indirectly,
controls, is controlled by or is under common
control with another entity. The term control as
used herein shall mean the holding, directly or
indirectly, of voting rights in another entity, ot
of the power to direct or cause the direction of
the management of another entity.

2 Bank: A financial entity, which is authorized
by the Central Bank to accept deposits as a
Bank.

3. Board: The Bank’s Board of Directors.

4, Central Bank: The Central Bank of the United
Arab Emirates.

5 Central Bank Law: Union Law No (10) of
1980 concerning the Central Bank, the
Monetary System and Organization of Banking
as amended or replaced from time to time.

6. Central Bank regulations: Any resolution,
regulation, circular, rule, standard or notice
issued by the Central Bank.

7. Group: A group of entities that includes an
entity (the 'first entity') and:

a) any Parent of the first entity;
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b) any Subsidiary of the first entity or of any
Parent of the first entity; and

c) any Affiliate.

Islamic Financial Services: Shari’a compliant
financial services offered by Islamic Banks and
Conventional Banks offering Islamic banking
products (Islamic Windows).

Operational risk: The risk of loss resulting
from inadequate or failed internal processes,
people and systems or from external events.
This definition includes legal risk but excludes
strategic and reputational risk.

Parent: An entity (the 'first entity") which:

a) holds a majority of the voting rights in
another entity (the 'second entity');

b) is a shareholder of the second entity and
has the right to appoint or remove a
majority of the Board of directors or
managers of the second entity; or

c) is a shareholder of the second entity and
controls alone, pursuant to an agreement
with other shareholders, a majority of the
voting rights in the second entity.

Or;

d) if the second entity is a subsidiary of
another entity which is itself a subsidiary
of the first entity.

Risk appetite: The aggregate level and types
of risk a Bank is willing to assume, decided in
advance and within its risk capacity, to achieve
its strategic objectives and business plan.

Risk limits: Specific quantitative measures
that must not be exceeded based on, for
example, forward looking assumptions that
allocate the Bank’s aggregate risk appetite to
business lines, legal entities or management
units within the Bank or Group in the form of
specific risk categories, concentrations or other
measures as appropriate.
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Risk profile: Point in time assessment of the
Bank’s gross (before the application of any
mitigants) or net (after taking into account
mitigants) risk exposures aggregated within
and across each relevant risk category based on
current or forward-looking assumptions.

Risk governance framework: As part of the
overall approach to corporate governance, the
framework through which the Board and
management establish and make decisions
about the Bank’s strategy and risk approach;
articulate and monitor adherence to the risk
appetite and risk limits relative to the Bank’s
strategy; and identify, measure, manage and
control risks.

Senior Management: The executive
management of the Bank responsible and
accountable to the Board for the sound and
prudent day-to-day management of the Bank,
generally including, but not limited to, the
chief executive officer, chief financial officer,
chief risk officer, and heads of the compliance
and internal audit functions.

Subsidiary: An entity (the 'first entity') is a
subsidiary of another entity (the 'second entity')
if the second entity:

a) holds a majority of the voting rights in
the first entity;

b) is a shareholder of the first entity and has
the right to appoint or remove a majority
of the Board of directors or managers of
the first entity; or

¢) is ashareholder of the first entity and
controls alone, pursuant to an agreement
with other shareholders, a majority of the
voting rights in the first entity.

Or;

d) if the first entity is a subsidiary of another
entity which is itself a subsidiary of the
second entity.
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ARTICLE 2: OPERATIONAL RISK
GOVERNANCE FRAMEWORK
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1. A Bank must have appropriate operational risk
management strategies, policies and processes
to identify, assess, evaluate, monitor, report
and control or mitigate operational risk on a
timely basis.
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2. The members of the Board bear ultimate (e 4uitgll 4 siualt olidh 3 0y Galae gliael Jandy 2
responsibility for ensuring that a Bank has an il 4laddll jhlaal 4 gad a3 jUa} 3 5a g (lasia
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framework, which must be fully integrated into
the Bank’s overall risk governance framework.

3. A Bank must ensure that its operational risk —«lulu doadl il o e Fiadl il e iy 3
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of market and macroeconomic conditions. e g
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wide basis.

ARTICLE 3: BOARD OF DIRECTORS B 1Y) udaa 13 Balall

I.  The Board must approve and thereafter review sty ciluasl sind ading of 851091 adase e cany
at least annually, the Bank’s operational risk daba olld 3 Lo celidly Llaiill Hhlaadl cillee
strategies, policies and processes, including 4de cany L (e W14y ) paiad 5 & ) S o Ala3H
disaster recovery and business continuity B e Baad 8 e b s clginal s
plans.

2. The Board must establish a formal process to 4wwy el o) aumy of 3ylaY (ulae o 2

oversee Senior Management and ensure that
the strategies, policies and processes are
implemented effectively at all decision levels.
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ARTICLE 4: SENIOR MANAGEMENT
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1. Senior Management must ensure that the
Board-approved operational risk management
strategy and significant policies and processes
are implemented effectively and fully
integrated into the Bank’s overall risk
management process.
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ARTICLE S: IDENTIFICATION AND

ASSESSMENT
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The  Board-approved operational  risk
management strategy must provide for the
identification and assessment of the
operational risks inherent in all material
products, activities, processes and systems.
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ARTICLE 6: CONTROL AND MITIGATION
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The Board-approved operational  risk
management strategy must foster a strong
control environment that utilizes policies,
processes and systems, appropriate internal
controls and appropriate risk mitigation and
transfer.
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ARTICLE 7: DISASTER RECOVERY AND

BUSINESS CONTINUITY
MANAGEMENT
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1.

A Bank must have disaster recovery and
business continuity plans in place to ensure its
ability to operate on an ongoing basis and limit
losses in the event of a severe business
disruption. Such plans must be commensurate
with the risk profile, nature, size and
complexity of the Bank’s business and
structure and take into account different
scenarios to which the Bank may be
vulnerable.

Disaster recovery and business continuity
plans must ensure that critical business
functions can be maintained or recovered in a
timely manner to minimize the financial, legal,
regulatory, reputational and other risks that
may arise from a disruption.

The Board must ensure there is a periodic
independent review of the Bank’s disaster
recovery and business continuity plans to
ensure adequacy and consistency with current
operations, risks and threats, recovery levels
and priorities.
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ARTICLE 8: INFORMATION TECHNOLOGY
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A Bank must establish appropriate information
technology policies and processes to identity,
assess, monitor and manage technology risks.

A Bank must have appropriate information
technology infrastructure to imeet its current
and projected business requirements under
normal circumstances and in periods of stress.
This infrastructure must ensure data and
system integrity, security and availability and
support integrated and comprehensive risk
management.

) A e i g of i e
5lal g Al yag ‘?:‘:.‘3:‘,5 (LAad e Q‘&ﬂ e glall

(RGP

Al e Afat Ay ol ol osE O ey
Al giall g LAY allaef il i dudi) el a glaal)
c;\«_‘ g PrEISAY wal 4 dh} cdaalall L_'ﬂ"‘)k.“ ‘;ﬁ
bl 80y el g dadia et o Agadl il
hlaell AalSia p ALl 8 )1 pe i Of cang LS calaill

ARTICLE 9: SYSTEMS AND INTERNAL

REPORTING

Aa)Al) ) ad g L2319 Balualf

A Bank must have appropriate and effective
information systems to:

a) Monitor operational risk;

b) Compile and analyze operational risk
data; and

c) Facilitate appropriate reporting
mechanisms at the Bank'’s Board,
Senior Management and business line
levels  that  support  proactive
management of operational risk.
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ARTICLE 10: REPORTING

REQUIREMENTS AND
DISCLOSURE
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A Bank must promptly notify the Central Bank
when it becomes aware of a significant
deviation from its Board-approved operational
risk appetite statement, policies or procedures,
or becomes aware that a material operational
risk has not been adequately addressed.

A Bank must provide, upon request, any
specitic information with respect to operational
risk that the Central Bank may require.
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A Bank’s publicly disclosed information must
be appropriate to permit stakeholders to assess
the Bank’s approach to operational risk
management in the context of the Bank’s size,
risk profile, complexity of operations and
evolving industry practice.

A Bank must promptly notify the Central Bank
of any operational risk event that triggers, or is
likely to trigger disaster recovery or business
continuity plans, or has, or is likely to have, a
material impact on the Bank’s operations,
profitability or capital.
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ARTICLE 11: NEW BUSINESSES,

PRODUCTS AND SYSTEMS
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The approval procedures for new businesses,
products or systems or material modification of
existing businesses, products or systems
required by the Risk Management Regulation
and Standards must explicitly address
operational risk.
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ARTICLE 12: ISLAMIC BANKING
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A Bank offering Islamic financial services
must ensure that its operational risk
management framework addresses any
operational risks arising from potential non-
compliance with Shari’a rules and principles.
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ARTICLE 13: ENFORCEMENT
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Violation of any provision of this Regulation
and the accompanying Standards shall be
subject to supervisory action as deemed
appropriate by the Central Bank.
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ARTICLE 14: INTERPRETATION OF ‘,usm il 14 30bal)
REGULATIONS
1. The Regulatory Development Division of the e 4l 5 i ool AW i 3aay 5= ol
Central Bank shali be the reference for alSal judi i aa pl) o4 S pall Gopeadly @ il
interpretation of the provisions of this A A8l el g alaill 13a
Regulation.
ARTICLE 15: CANCELLATION OF ARt cl jladN plad) 115 daleall
PREVIOUS NOTICES
I.  This Regulation and 1the accompanying ekl AS (Jae 4y di el julads Qdsill 1o Jay I
Standards replace all previous Central Bank bladh dalidl dgladl oS yall  cajacall
regulations with respect to operational risk, Agla il
ARTICLE 16: PUBLICATION AND Caadaill g i) 116 Balal)
APPLICATION
I.  This Regulation and ithe accompanying Axwa il sy el A 4s 48l yuleall g pUsill 138 i 1.
Standards shall be published in the Official s sy 4dSal g juiy Ay sl s Ay el uillly
Gazette in both Arabic and English and shall cosill g 3 e 2ty e
come into effect one month from the date of
publication.
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Khalifa Mohammed Al Kindi
Chairman of the Board - Central Bank of the UAE
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