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OPERATIONAL RISK REGULATION 163/2018 

OPERATIONAL RISK REGULATION 

Regulation No: 163/2018 

Date:2}/0'Sf2018 

To: All Banks 

Subject: Operational Risk 

INTRODUCTION 

The Central Bank seeks to promote the effective and 
efficient development and functioning of the banking 
system. To this end, Banks must have appropriate 
policies, processes, procedures, systems and controls 
to identify, monitor and mitigate operational risks. 

In introducing this Regulation and the accompanying 
Standards, the Central Bank intends to ensure that 
Banks' approaches to operational risk are in line with 
leading international practices. 

2018/163 :t'IAlll ~J 

1.9 /0~/2018 :&uull 

This Regulation and the accompanying Standards are ..:.,Lp.)l..:J4 '.)L.c. ,o.,i ;i.:ii yJI .J:!:!l.a..JI_, /'u.:J\ I~ J.i ...... ) ti .l§ _, 

issued pursuant to the powers vested in the Central wy.a.JI 0_,.;1..§ /'1&,.i ~_,..,, ~..fiyJI wy...::,.Jl ~y.o...ll 
Bank under the Central Bank Law. .~..fi yJI 

Where this Regulation or its accompanying Standards, 
include a requirement to provide information or to take 
certain measures, or to address certain items listed at a 
mm1mum, the Central Bank may impose 
requirements, which are additional to the list provided 
in the relevant article. 

OBJECTIVE 

The objective of this Regulation is to establish ~ ;iJ_,,,i..11 .J:!:!l.a..JI i.J-4 ~..li ..i:.. ~_, .)) i'\...l;,.i\\ I~ w~ 
minimum acceptable standards for Banks' approach to :w~ di~_, ,42'Ja ,~,;11 _):,L.:....ll c)..lJ _) d_,.;,JI 
managing operational risks, with a view to: 

1. Ensuring the soundness of Banks; and 

11. Enhancing financial stability. 

The accompanying Standards 
Regulation to elaborate on 

Id · .. I\ ti....:::. I 4...o~ · ~~- cl\ _, _,..,. J U-0'-'"'""'""' .i 
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expectations of the Central Bank with respect to 
operational risk management. 

APPLICATION 

This Regulation and the accompanying Standards 
apply to all Banks. Banks established in the UAE with 
significant Group relationships, including 
Subsidiaries, Affiliates, or international branches, 
must ensure that the Regulation and Standards are 
adhered to on a solo and Group-wide basis. 

,: .. t.-:11 
~ 

This Regulation and Standards must be read in 
conjunction with the Risk Management Regulation 
and Standards, which establish the requirements for 
Banks' overarching approach to risk management. 

o).i) .J:!:!L,....J l"LW t-- .b\+i.)'l\..; .J:!:ll.a...JIJ rl..l::..:i.ll \~ I.J,i ,.:.,1 ~ 
;; ).i) _) .cl .AJl U.Llill ~I w\+lb:i,., .i.i.:..:i ~I _;.bl:..JI 

._;.bl:..JI 

ARTICLE 1: DEFINITIONS 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

Affiliate: An entity that, directly or indirectly, 
controls, is controlled by or is under common 
control with another entity. The term control as 
used herein shall mean the holding, directly or 
indirectly, of voting rights in another entity, or 
of the power to direct or cause the direction of 
the management of another entity. 

Bank: A financial entity, which is authorized u ~I ~IJ:I 4..l (.J'-4"' :i_,ilt... ;;Ll:u.,. :~I 
by the Central Bank to accept deposits as a !~ t-'l.l__,JI J~ .;.fiy,ll 
Bank. 

Board: The Bank's Board of Directors. 

Central Bank: The Central Bank of the United ;;..i..:...:i..J\ ¼_;a.ll wl.Jt...)'I ..Ji_;;..- :',$jSyi,ll u~I 
Arab Emirates. 1.;_fi y,11 

Central Bank Law: Union Law No (10) of 
1980 concerning the Central Bank, the 
Monetary System and Organization of Banking 
as amended or replaced from time to time. 

Central Bank regulations: Any resolution, 
regulation, circular, rule, standard or notice 
issued by the Central Bank. 

Ji~ JI l"l.l:..i) )_) 'ii :!$jSyi,ll u~I ~I 
,'i.fiy,ll u~I UC- .J.il.....:, .JL,.,,.t)) .JY.....) ~'} 

Group: A group of entities that includes an wl,iS ~ ~I wwl,iS.ll u-- ~~ :~~ 
entity (the 'first entity') and: :J ,("J}il u4SJI") 

a) any Parent of the first entity; 
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11. 

12. 
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b) any Subsidiary of the first entity or of any f'i 4£~ 1../J .Ji ,J.JYI w~ ~l:i 4.S~ (,$1 ('-:-1 
Parent of the first entity; and !J.JYI w~ 

c) any Affiliate. 

Islamic Financial Services: Shari' a compliant 
financial services offered by Islamic Banks and 
Conventional Banks offering Islamic banking 
products (Islamic Windows). 

Operational risk: The risk of loss resulting 
from inadequate or failed internal processes, 
people and systems or from external events. 
This definition includes legal risk but excludes 
strategic and reputational risk. 

Parent: An entity (the 'first entity') which: ·,c:i.ll ("J YI ·~I") ·~I· ~1 ~ .. ~.t\ . .,,., .J u, U, ,(' ..r-

a) holds a majority of the voting rights in y,,.I w4S- .} <.::.i,i_,.....:;ll J.J-b- ¥,I ~ (I 
another entity (the 'second entity'); !("~13.ll ijyS.ll") 

b) 

c) 

is a shareholder of the second entity and 
has the right to appoint or remove a 
majority of the Board of directors or 
managers of the second entity; or 

is a shareholder of the second entity and 
controls alone, pursuant to an agreement 
with other shareholders, a majority of the 
voting rights in the second entity. 

~ J.:,. -y.i.l.J ,~13.ll ijyS.ll _} L.AL....... ufa. 
(jY-~) ,.).i',;I ~ ~~i ¥,I 4.ltJJ ) 

!~13.ll ijyS.ll 

0~ 1) 
d) if the second entity is a subsidiary of wfa. , y,,.I ijyS.l ~l:i 4.S ~ ~13.ll ijyS.ll wl.S. l~J 

another entity which is itself a subsidiary .J.JYI wl!,..ll ~l:i 4.S~ <l..ii.i.i .JA 
of the first entity. 

Risk appetite: The aggregate level and types 
of risk a Bank is willing to assume, decided in 
advance and within its risk capacity, to achieve 
its strategic objectives and business plan. 

Risk limits: Specific quantitative measures 
that must not be exceeded based on, for 
example, forward looking assumptions that 
allocate the Bank's aggregate risk appetite to 
business lines, legal entities or management 
units within the Bank or Group in the form of 
specific risk categories, concentrations or other 
measures as appropriate. 

_;]I _;b~I t ly\.J .)4 '/I (S_ji.....JI :)=i~I ~ 
,~ lA.J.fa. _;ll.J ,~ .il.l.a.J...ul uk ~I wfa. 
-ul..lil>\ ~ u~ ,_;b~I J...:..:i uk 4.'.i.J..is i.)w> 

.<l.c ~.J ~l_ji...,YI 
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13. 

14. 

15. 

16. 
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Risk profile: Point in time assessment of the 
Bank's gross (before the application of any 
mitigants) or net (after taking into account 
mitigants) risk exposures aggregated within 
and across each relevant risk category based on 
current or forward-looking assumptions. 

Risk governance framework: As part of the 
overall approach to corporate governance, the 
framework through which the Board and 
management establish and make decisions 
about the Bank's strategy and risk approach; 
articulate and monitor adherence to the risk 
appetite and risk limits relative to the Bank's 
strategy; and identify, measure, manage and 
control risks. 

Senior Management: The executive 
management of the Bank responsible and 
accountable to the Board for the sound and 
prudent day-to-day management of the Bank, 
generally including, but not limited to, the 
chief executive officer, chief financial officer, 
chiefrisk officer, and heads of the compliance 
and internal audit functions. 

:U"WIJ :UJ_,.....Ji ~ ~~I o).i)'I :~I i.Jl.i'il 
~ _i.:,,,.l _)c, ~ :i..,i.,.j:!ll o)..i)'l uc- o)..i)'I ~ l'L...i 
Y,.WIJ (j~I ~)I ,:i...\.c. •.J~ ~J ,~_, 
~J (j.~.i.,._, .):,\.:..Ji ¼J.,_, Y,-lAJ ,JWI 

._),i,.1.i..11 J,>9..i:i.llJ ,.b~'il 

Subsidiary: An entity (the 'first entity') is a 4.L.il:i 4.5. • ("J ~I · liSll") · l,SJ\ · .< · -~1.:i ls • . y,, J u - u - u..,.... . . ->"-' 
subsidiary of another entity (the 'second entity') · . .Jl:ill · liSll · ts I~\ (" ·l:iJ1 · liSll") · I · l,SJ . ..., u. u ' ~ u. y,. u. 
if the second entity: 

a) 

b) 

c) 

d) 

holds a majority of the voting rights in 
the first entity; 

is a shareholder of the first entity and has 
the right to appoint or remove a majority 
of the Board of directors or managers of 
the first entity; or 

is a shareholder of the first entity and 
controls alone, pursuant to an agreement 
with other shareholders, a majority of the 
voting rights in the first entity. 

Or; 
if the first entity is a subsidiary of another 
entity which is itself a subsidiary of the 
second entity. 

) ~,_)_,,Ji ~..il_, ,J}JI uyS.ll ,_) ~L..... 

(jY--lA JI o)..i)'I ~ .. ~I ~i :Ul.!J 
!JJ';/1 uySjl 

)L.c. , • .i.:..J '~-' ,J..,~1 uyS.11 ,.) ~t...... 

•0.!_j,..l ~L..... ~J 'U:!:I 4...fa. 4Jwl l'lS..:..½ 
.JJ~I uyS.ll ._} w,i,._.,.:ill J_,i:.. ~i _)c. 

!-9i 

ufo ,_j,,.l u45-l 4...../l:i :i.S_~ J_,~1 u4SJ1 uts '~! 
-~.il:ill uySll 4...../l:i 4.5. ~ ~ Y'> 

(J 
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ARTICLE 2: OPERATIONAL RISK 
GOVERNANCE FRAMEWORK 

1. 

2. 

3. 

A Bank must have appropriate operational risk 
management strategies, policies and processes 
to identify, assess, evaluate, monitor, report 
and control or mitigate operational risk on a 
timely basis. 

The members of the Board bear ultimate 
responsibility for ensuring that a Bank has an 
adequate operational risk governance 
framework, which must be fully integrated into 
the Bank's overall risk governance framework. 

A Bank must ensure that its operational risk 
strategy, policies and processes are consistent 
with its risk profile, systemic importance, risk 
appetite and capital strength and take account 
of market and macroeconomic conditions. 

. I 

.2 

,3 

4. A Bank must address all major aspects of ..>-6~ ~ )I ~\_,,JI~ t.J~ c) ~I _.,k ~ .4 
operational risk prevalent in the business of the JS,S .ili,.!1 ,.,sji,.,w uk, ,.ili,.]1 JL=I ~ o,.ijl...J\ ~I 
Bank on a bank-wide and if applicable Group- .JI_,.. ';II ~ ,~ ~I ,.,s_fa.,,. uk, .J 

wide basis. 

ARTICLE 3: BOARD OF DIRECTORS 

I. 

2. 

The Board must approve and thereafter review 
at least annually, the Bank's operational risk 
strategies, policies and processes, including 
disaster recovery and business continuity 
plans. 

The Board must establish a formal process to 
oversee Senior Management and ensure that 
the strategies, policies and processes are 
implemented effectively at all decision levels. 

ARTICLE 4: SENIOR MANAGEMENT 

1. Senior Management must ensure that the 
Board-approved operational risk management 
strategy and significant policies and processes 
are implemented effectively and fully 
integrated into the Bank's overall risk 
management process. 

..::.iL..,t.,;.._, w~lji.-,1 ~ () • J.i';il ~ uk, ~ 
.bh;,. -tl]~ _} ~ ,.ili,.]y ~-:!l# .>,,)I _>1l:...JI w4J...c. .J 

-½le. "-:-l?-:! Lo$. ,J\...,c.')I ~)fal.J ..::..)fill w-o _}l...:ill 
.J!':11 uk, ;;..i:,,.\.J •y, yfa ,~ly, 
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ARTICLE 5: IDENTIFICATION AND 

ASSESSMENT 

1. The Board-approved operational risk 
management strategy must provide for the 
identification and assessment of the 
operational risks inherent in all material 
products, activities, processes and systems. 

ARTICLE 6: CONTROL AND MITIGATION 

I. The Board-approved operational risk 
management strategy must foster a strong 
control environment that utilizes policies, 
processes and systems, appropriate internal 
controls and appropriate risk mitigation and 
transfer. 

ARTICLE 7: DISASTER RECOVERY AND 
BUSINESS CONTINUITY 

MANAGEMENT 

I. 

2. 

3. 

A Bank must have disaster recovery and 
business continuity plans in place to ensure its 
ability to operate on an ongoing basis and limit 
losses in the event of a severe business 
disruption. Such plans must be commensurate 
with the risk profile, nature, size and 
complexity of the Bank's business and 
structure and take into account different 
scenarios to which the Bank may be 
vulnerable. 

Disaster recovery and business continuity 
plans must ensure that critical business 
functions can be maintained or recovered in a 
timely manner to minimize the financial, legal, 
regulatory, reputational and other risks that 
may arise from a disruption. 

The Board must ensure there is a periodic 
independent review of the Bank's disaster 
recovery and business continuity plans to 
ensure adequacy and consistency with current 
operations, risks and threats, recovery levels 
and priorities. 

.1 

. I 

~_;l~I.J ~.JI.J-S.ll u.o ~L.t.lll oJIJ! :7 oJL.JI 
J~~I 

. I 

.2 

.3 
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ARTICLE 8: INFORMATION TECHNOLOGY 

l. A Bank must establish appropriate information ~ W)L. i..::..41= _, .::.iL..iy.., ~ ,) .ili,JI ~ ~-:! • I 
technology policies and processes to identify, •J.:i)_., ,~lyi-., ,~_, •~~ j,o J,.,.u ,i..::..L ... _,1-11 
assess, monitor and manage technology risks. .t,,....,,.._,l_,:&JI _):,~ 

A Bank must have appropriate information 
technology infrastructure to meet its current 
and projected business requirements under 
normal circumstances and in periods of stress. 
This infrastructure must ensure data and 
system integrity, security and availability and 
support integrated and comprehensive risk 
management. 

ARTICLE 9: SYSTEMS AND INTERNAL 

REPORTING 

~ L'.i)L. 4....i:i.:..:i ;i___,;,,, ..tl:ull . .iJ j ,.. . \ --~ , .. ,. • i.S _) _j-U ._J .. , 

L..!ji.JI-., 96...ll .i..!L=.\ w~ :i.,,,tl ,wL..,_,h.J\ 
·~ 1•:·•·,•:U -~' wl fa J)L..;. J ,:y.iWI u_,_;hll ~ 
.::.iw4,JI _;J jj __, ._:;.\ _, ,;i....)I.., i.:_~ 1.) ~II ~~\ 
_.):,t.:...ll :i.1.lS:i... J 4.l...W ;; Jl.i) t""'.i:i () <..,..i.;,,.,! t....s ,_..hJl_;1 

.2 

I . A Bank must have appropriate and effective 4.lw_, L...:.)L. i..::..L .. _,J,... ~ cili,JI ..s.i.l ufi:i ,) '-:-1-?:! . l 
information systems to: :,)l:i.ll ._:;. i.:_iL; 

a) 

b) 

c) 

Monitor operational risk; 

Compile and analyze operational risk 
data; and 

Facilitate appropriate rep01ting 
mechanisms at the Bank's Board, 
Senior Management and business line 
levels that support proactive 
management of operational risk. 

ARTICLE 10: REPORTING 

REQUIREMENTS AND 

DISCLOSURE 

I. 

2. 

A Bank must promptly notify the Central Bank 
when it becomes aware of a significant 
deviation from its Board-approved operational 
risk appetite statement, policies or procedures, 
or becomes aware that a material operational 
risk has not been adequately addressed. 

A Bank must provide, upon request, any 
specific information with respect to operational 
risk that the Central Bank may require. 

i..::..L. _,h... 4-,!I ,ylbll ~ 'l",i._g~ j d:i,JI ~ '-:-"="-:! 
u. - I\ I .. IL . .l9 ~I . LL.;..J\.J sL•u •~~ 
~ ~ ., ~ .,.,.,... 

.,;_-,5:__,.JI 
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4. 
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A Bank's publicly disclosed information must 
be appropriate to permit stakeholders to assess 
the Bank's approach to operational risk 
management in the context of the Bank's size, 
risk profile, complexity of operations and 
evolving industry practice. 

A Bank must promptly notify the Central Bank 
of any operational risk event that triggers, or is 
likely to trigger disaster recovery or business 
continuity plans, or has, or is likely to have, a 
material impact on the Bank's operations, 
profitability or capital. 

ARTICLE 11: NEW BUSINESSES, 
PRODUCTS AND SYSTEMS 

'J. The approval procedures for new businesses, 
products or systems or material modification of 
existing businesses, products or systems 
required by the Risk Management Regulation 
and Standards must explicitly address 
operational risk. 

ARTICLE 12: ISLAMIC BANKING 

I. A Bank offering Islamic financial services 
must ensure that its operational risk 
management framework addresses any 
operational risks arising from potential non­
compliance with Shari'a rules and principles. 

ARTICLE 13: ENFORCEMENT 

1. Violation of any provision of this Regulation 
and the accompanying Standards shall be 
subject to supervisory action as deemed 
appropriate by the Central Bank. 

i"__,.....Jl ~I ~ ~ ~I wL...,UI ufo ul Y.;>,;! 

&.JI~,~.·., -- -1~1 wb....:.'i .. ..::.u.:..., ;;.,..,,:,1 
. ·-:,-:or-~ c.- . ~ ,. . J-" 

d,,.., J ,~ ~ y.:,. "'s ~ull _)::,l.:....ll o J.i) ~ 
d. ..... _) ... ...111 w41--ll .i,ii..:i 4.J..iJ ,~I _;bl~ 

,t_ l.bill ~ o .J_,b:WI 

.J_,.ill ._.k i,,9_:iS_~I uy-,:>,JI ~ 01 ~I~ ~~ 
E-" .J:/ _,I 'I" jh..y w .~.:ill _;kl.O..JI ..::.,\..i.:..I 0"' ..::.,..i.:.. '-i½ 
:i...J \ • \ ,::.i \-<'I\ • _ _jl...:il\ ,bb .L,c •.Is . ·\ ,_)...,........,J .J .~ tY' ~ U:l"-"-' I"~ u 
c::.iyk. ~ -iJ\ Y-" __»il:i .!J ufa. 01 E-" .J:/ _,I ,JL.c. -;1 

.~1 JL. U"I.J _,I ~.J _,I 

_,I ,wt.;.,:iWI __,i ,JL= ';I '-.,b ~1_,.JI wl,d _» )' '-:-'-:':! 

_,i JL.c. 'ii ~ ;\.,iy, y,,-11 w~..lLill _,i ,o..i,i..i.;..ll ~I 
'-'-'L..... \.hi i....l.:I. :i...J .11__1, ;;.,..,,:,w1. t:.·.11 I ww:.....11 ✓.., J I" . . _,,... ,_,.......... r-- J . 

~ ~ ,4)J••~.,\1 _;kl.O..Ji J_,Lw 01 ,_;kl.O..JI o)..ij 

,C;!.Y-"' 
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ARTICLE 14: INTERPRETATION OF 

REGULATIONS 

I. The Regulatory Development Division of the 
Central Bank shall be the reference for 
interpretation of the provisions of this 
Regulation. 

,)c. :i_;Ls )I :; yb lS..il ~~I J:!__,...b,'j o.l..:. .J .j_,_.s.:; 
/'~i ~ '-.?j E,"YJI ~ <.j_fi_;.Ji u~4 ..!l__,:i,JI 

.'½ ~y,.ll ..».!la..JI.J r'Lb:JI I~ 

ARTICLE 15: CANCELLATION OF 

PREVIOUS NOTICES 

1 This Regulation and the accompanving :o.....1:JI :tits ~ 4.J ~ -11 L....J1 Lh.i.ll 1:i.:. , '- · • ,l • Y"..».! .JI' U""':! 

Standards replace all previous Central Bank _;--1.~4 4:ih:WI 4£,,L.....ll .;JS ..>-.JI u _;~I 
regulations with respect to operational risk. .~I 

ARTICLE 16: PUBLICATION AND 

APPLICATION 

l. This Regulation and the accompanying 
Standards shall be published in the Official 
Gazette in both Arabic and English and shall 
come into effect one month from the date of 
publication. 

~_)I :;.i,iyJI _} '"-! 4..aS __ ,.JI J:!:!la..JI_, /'l.l...lll I~ _y:;.:y 
.JJY' ~ 4-A~i <.jy-[J .J ,~j1l.;S'/I.J ¼_.>"JI ~4 

.~I 61).:i iY' .i:..I.J ~ 

'.,. 11 'j ! t ~ IJ~ -~6ui.p 

1$JS_;.JI ;~\ ~.Jl,ll .::.il.Jl...~I u~ ~_J\J~\ ~ ~J 

Khalifa Mohammed Al Kindi 
Chairman of the Board - Central Bank of the UAE 
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