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Circular No. : 2/2024

Date: 7/6/2024

To: Providers of Payment Token
Services in the United Arab
Emirates

Subject: Payment Token Services Regulation

Introduction

This Regulation (the ‘Payment Token Services
Regulation’) lays down the rules and conditions
established by the Central Bank for granting a
License or Registration for the provision of
Payment Token Services and related matters.
Payment Token Services are digital payment
services in the UAE and comprise three
categories, namely Payment Token Issuance,
Payment Token Conversion and Payment
Token Custody and Transfer.

Providing digital money services is a financial
activity subject to Central Bank licensing and
supervision in accordance with the provisions of
the Central Bank Law. Accordingly, the Central
Bank Law provides the statutory basis for the
powers of the Central Bank in relation to the
licensing and ongoing supervision of Licensed
Payment Token Service Providers, and related
matters.

PART 1

Scope and Objectives

This Regulation sets out:

e conditions for the grant and maintenance of a
License or Registration for the provision of
Payment Token Services;

e rights and obligations of Customers, Licensed
Payment Token Service Providers, Registered
Foreign Payment Token Issuers, Registered
Foreign Payment Token Custodians and
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Transferors and Registered Payment Token
Conversion Providers; and

e powers of the Central Bank including with
regard to the licensing, registration and
supervision of Licensed Payment Token
Service Providers, Registered Foreign
Payment Token Issuers, Registered Foreign
Payment Token Custodians and Transferors
and Registered Payment Token Conversion
Providers, and on-going reporting
requirements;

e limitations on certain services and the
promotion of services relating to Foreign
Payment Tokens, and on acceptance of such
Foreign Payment Tokens as a Means of
Payment; and

e a prohibition of the issuance, promotion and
performance of certain services in relation to
Algorithmic Stablecoins, Privacy Tokens or
other Means of Payment which are not
Dirham Payment Tokens or Foreign Payment
Tokens.

In exercising its powers and functions under this
Regulation, the Central Bank has regard to the
following objectives:

e ensuring the safety, soundness and efficiency
of Payment Token Services;

e ensuring adequate protection and avoidance
of misappropriation of the Reserve of Assets
held by Payment Token Issuers;

e adoption of effective and risk-based licensing
and registration requirements for Licensed
Payment Token Service Providers, Registered
Foreign Payment Token Issuers, Registered
Foreign Payment Token Custodians and
Transferors and Registered Payment Token
Conversion Providers; and

e promoting
innovation.
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Exclusions
This Regulation shall not apply to the following:

1. Any activity for which the service provider is
licensed by (or requires a license from) the
Central Bank under the Retail Payment
Services and Card Schemes Regulation or the
Stored Value Facilities (SVF) Regulation;

2. Any information technology security,
operation of technology infrastructure, trust
or privacy protection service not of itself
constituting a Payment Token Service;

3. Any service of providing or maintaining a
communication network or Distributed
Ledger Technology;

4. Any service of providing and maintaining
any terminal or device used for any Payment
Token Service;

5. Any Payment Token Transfers carried out
within a payment system or securities
settlement  system  between  Licensed
Payment Token Service Providers and
settlement agents, central counterparties,
clearing houses, central banks or other
participants in such system including central
securities depositories; or

6. Payment Token Transfers and related
services between a parent undertaking and its
subsidiary or between subsidiaries of the
same parent undertaking, without any
intermediary intervention by a Licensed
Payment Token Service Provider, Registered
Foreign Payment Token Issuer, Registered
Foreign Payment Token Custodian and
Transferor or Registered Payment Token
Conversion  Provider other than an
undertaking belonging to the same group.
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PART 2

Article (1): Definitions

Except where an alternative definition is

expressly stated

in this Regulation, the

following terms are defined as set out in this
Article (1).

1.

Agent: means a juridical person
performing Payment Token Services on
behalf of a Licensed Payment Token
Service Provider.

Algorithmic Stable coins: means a virtual
Asset which purports to maintain a stable
value by reference to a Fiat Currency or
other asset as a result of interventions
(either automated or manual) by its issuer
or another Person to alter the supply of or
demand for the Virtual Asset from time to
time, and which is used or may be used as
a Means of Payment.

AML/CFT: means Anti-Money
Laundering and Combating the Financing
of Terrorism.

AML Law: means Decree Federal Law
No. (20) of 2018 on Anti-Money
Laundering and Combating the Financing
of Terrorism and Illegal Organizations and
Cabinet Decision No. (10) of 2019
Concerning the Implementing Regulation
of Decree Federal Law No. (20) of 2018 on
Anti-Money Laundering and Combating
the Financing of Terrorism and Illegal
Organizations, as amended, and any
regulations issued hereunder and any
instructions, guidelines and notices issued
by the Central Bank relating to their
implementation or issued in this regard.

AML Obligor: means a Licensee or
Registree.

Applicant: means a juridical person:
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a) duly incorporated in the UAE in
accordance with Federal Law No. 2
of 2015 on Commercial Companies,
as may be amended or substituted
from time to time and as provided
for under Article (74) of the Central
Bank Law (or other analogous
commercial regulation applying in a
free zone), which files an
Application with the Central Bank
for the granting of a License for the
provision of one or more Payment
Token Services or the modification
of the scope of a granted License;

b) incorporated and located outside of
the UAE (which for the purposes of
this Regulation would include a
juridical person incorporated and
located in a Financial Free Zone),
which files an Application with the
Central Bank for the granting of a
Foreign Payment Token Issuer
Registration or the modification of
the scope of a granted Registration;
or

c) that is a Virtual Assets Exchange
Platform  Operator, Bank or
Exchange House which files an
Application with the Central Bank
for the granting of a Non-Objection
Registration or the modification of
the scope of a granted Non-
Obijection Registration.

7. Application: means a written request for

obtaining a License for the provision of one
or more Payment Token Services, for
obtaining a Foreign Payment Token Issuer
Registration, or for obtaining a Non-
Objection Registration, submitted by an
Applicant which contains the information
and documents specified in this Regulation
or by the Central Bank, and is in the form
specified by the Central Bank’s Licensing
Division, including a written request for
obtaining a modification to the scope of a
granted License or Registration.
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10.

11.

12.

13.

14.

15.

Bank: any juridical person licensed in
accordance with the provisions of the
Central Bank Law, to carry on the activity
of taking deposits of all types, including
Shari“ah-compliant deposits.

Beneficial Owner: means the natural
person who owns or exercises effective
ultimate control over the Customer or the
natural person on whose behalf a
transaction is being conducted, or the
natural person who exercises effective
ultimate control over a legal person or legal
arrangement, whether directly or through a
chain of ownership, control or other
indirect means.

Board: means the board of directors of an
Applicant, a Controller of an Applicant, a
Licensed Payment Token Service Provider
or a Registree in accordance with
applicable corporate law.

Business Day: means a day other than
Saturday, Sunday, public holiday or other
non-working holiday or day in the UAE.

CBUAE Regulation: means any written
act that may be adopted or issued by the
Central Bank  complementing  the
implementation of this Regulation, such as,
without being limited to, rules, directives,
decisions, instructions, notices, circulars,
standards, and rulebooks.

Central Bank: means the Central Bank of
the United Arab Emirates.

Central Bank Digital Currency: means a
digital version of a Fiat Currency that is
issued by the Central Bank or another
central bank.

Central Bank Law: means the Decretal
Federal Law No. (14) of 2018 Regarding
the Central Bank & Organization of
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16.

17.

18.

19.

20.

21.

Financial Institutions and Activities, as
amended.

Consumer Protection Regulation: means
Consumer Protection Regulation (Circular
No. 8 — 2020) dated 25 November 2020, as
amended, and Consumer Protection
Standards, as amended.

Controller: means a Person that alone or
together with the Person’s associates has an
interest in at least 10% of the shares in an
Applicant or Licensed Payment Token
Service Provider or Registree or is in a
position to control at least 10% of the votes
in an Applicant or Licensed Payment
Token Service Provider or Registree.

Customer: means a Person receiving or
potentially receiving a Payment Token
Service and includes a Token holder.

Customer  Agreement: means a
Framework Agreement or a Single
Payment Token Service Agreement.

Customer Due Diligence or CDD: means
the process of identifying and verifying the
identity of a Customer and its Beneficial
Owners, whether a natural or legal person
or a legal arrangement, and of collecting
information as to the nature of the
Customer's activity and the purpose of any
business  relationship  between  the
Customer and the Payment Token Services
provider and the ownership structure and
control over it.

Data Breach: means an intrusion into an
IT system where unauthorized disclosure
or theft, modification or destruction of
Customer data is suspected and such is
likely to result in a loss for the Customer.
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22.

23.

24.

25.

26.

217.

28.

Data Subject: means an identified or
identifiable natural person who is the
subject of Personal Data.

Designated Payment Token: mean a
Virtual Asset that the Central Bank has

designated as a Payment Token in
accordance with Article (12)6.

Dirham Payment Token: means a
Payment Token whose value is

denominated in Dirham (AED), or
denominated by reference to the value of
another Payment Token whose value is
denominated in Dirham (AED), and which
is issued by a Dirham Payment Token
Issuer.

Dirham Payment Token Issuer: means a
Payment Token Issuer that is Licensed to
perform Payment Token Issuing for
Dirham Payment Tokens pursuant to
Article (5)1(a).

Distributed Ledger Technology: means a
class of technologies that supports the
distributed recording of encrypted data
across a network and which is a type of
decentralized database of which there are
multiple identical copies distributed among
multiple participants and accessible across
different sites and locations, and which are
updated in a synchronized manner by
consensus of the participants, without
involving a central authority or
intermediary using a system other than the
network or another distributed ledger.

Dormant Accounts Regulation: means
Dormant Accounts Regulation (C 1/2020)
dated 15 January 2020, as amended.

Exchange House: means an exchange
business that has been licensed under the
Regulations re Licensing and Monitoring
of Exchange Business.
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29.

30.

31.

32.

33.

34.

35.

36.

Exempted Person: means any Person who
is exempted from the requirement to hold a
License under Article (4).

External Auditor: means an independent
juridical Person that has been appointed to
audit the accounts and financial statements
of a Licensed Payment Token Service
Provider in accordance with Article (34)9,
to audit the Reserve of Assets of a Licensed
Payment Token Issuer in accordance with
Article (22)8(b) or to audit the White Paper
of a Licensed Payment Token Issuer in
accordance with Article (26)4.

FATF: means the Financial Action Task
Force, being an inter-government body
which sets international standards that aim
to prevent global money laundering and
terrorist financing activities.

Fiat Currency: means a currency that is
controlled by a central bank, has the status
of legal tender and is required to be
accepted within a given jurisdiction.

Financial Free Zones: means free zones
subject to the provisions of Federal Law
No. (8) of 2004, regarding Financial Free
Zones, as amended.

Foreign Currency: means a Fiat Currency
which is not the Dirham (AED).

Foreign Payment Token: means a
Payment Token whose value is
denominated in a Foreign Currency, or
denominated by reference to the value of
another Payment Token whose value is
denominated in a Foreign Currency.

Foreign Payment Token Custodian and
Transferor: means a Person who, by way
of business, performs Payment Token
Custody and Transfer of Foreign Payment
Tokens, pursuant to Article (5)2.
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37.

38.

39.

40.

41.

Foreign Payment Token Issuer: means a
Payment Token Issuer that is Registered
pursuant to Article (5)2.

Foreign Payment Token Registration:
means a registration granted by the Central
Bank to an Applicant registered and
located outside of the UAE (which for the
purposes of this Regulation would include
a juridical person incorporated and located
in a Financial Free Zone) to perform
Payment Token Issuing with respect to
Foreign Payment Tokens, pursuant to
Article (5)2, and Foreign Payment Token
Registree refers to a Foreign Payment
Token Issuer holding a valid Foreign
Payment Token Registration.

Framework Agreement: means an
agreement between a Licensed Payment
Token Service Provider and a Customer for
the provision of a Payment Token Service,
other than a Single Payment Token Service
Agreement, which governs the rights and
obligations as between the Licensed
Payment Token Service Provider and the
Customer (and their assignees, transferees
Or SUCCessors).

Group: means a corporate group which
consists of a parent entity and its
subsidiaries, and the entities in which the
parent entity or its subsidiaries hold,
directly or indirectly, 5% or more of the
shares, or are otherwise linked by a joint
venture relationship.

License: means a License issued by the
Central Bank provide a Payment Token
Service, pursuant to Article (5)1. Licensed
refers to having been granted such a
License, where such License remains valid,
and Licensee refers to a Licensed Payment
Token Service Provider holding a valid
License.
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CBUAE Classification: Public

42.

43.

44,

45.

46.

47.

Licensed Payment Token Issuer: means
a juridical person that has been Licensed in
accordance with this Regulation to perform
Payment Token Issuing.

Licensed Payment Token Service
Provider: means a juridical person that has
been Licensed in accordance with this
Regulation to provide one or more
Payment Token Services. For the
avoidance of doubt, a Registree is not
included within the definition of Licensed
Payment Token Service Provider.

Local Licensing Authority: means any
authority competent to regulate Virtual
Assets in the concerned Emirate in
accordance with Cabinet Resolution No.
(111) of 2022 Concerning the Regulation
of Virtual Assets and their Service
Providers, as amended.

Means of Payment: means a Virtual
Asset:

a) which is, or which is able to be used
as, or is purported or promoted to be,
a store of value, medium of exchange
and unit of account; or

b) which the Central Bank designates,
pursuant to Article (3)1, as being a
Means of Payment.

Merchant: means a Person who accepts
Payment Tokens as a Means of Payment
for the sale or provision of goods or
services.

Non-Objection Registration: means a
registration by the Central Bank of an
Applicant based on a decision by the
Central Bank to permit the Applicant to
perform Payment Token Conversion or
Foreign Payment Token Custody and
Transfer, pursuant to Article (8)1, and
Non-Objection Registree refers to a
Payment Token Conversion Provider or
Foreign Payment Token Custodian and
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CBUAE Classification: Public

48.

49.

50.

51.

52.

53.

Transferor holding a valid Non-Objection
Registration.

Outsourcing Regulation means the
Outsourcing  Regulation  for  Banks
(Circular No. 14/2021) dated 31 May 2021,
as amended.

Payee: means a Person who is the intended
recipient of a Payment Token Transfer.

Payer: means a Person who performs a
Payment Token Transfer of a Payment
Token for which it is the Tokenholder, or
instructs a Licensee or Registree to perform
such Payment Token Transfer on its behalf
(by having the Licensee or Registree
initiate, facilitate, effect or direct such
transfer).

Payment Token: means a Virtual Asset
which purports to maintain a stable value
by referencing the value of:

a) the same Fiat Currency as the
Payment Token is denominated in;

or

b) another Payment Token also
denominated in the same Fiat
Currency.

A Designated Payment Token shall be
deemed to be a Payment Token.

Payment Token Conversion: means a
service, other than Payment Token Issuing,
which is performed by way of business, of
selling or buying Payment Tokens in return
for any form of remuneration by spot
conversion as principal or agent or
enabling other counterparties to place and
accept offers for sale of Payment Tokens.

Payment Token Conversion Provider:
means a Person who, by way of business,
performs Payment Token Conversion,
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CBUAE Classification: Public

54.

55.

other than a Person acting as a Payment
Token Issuer.

Payment Token Custody and Transfer:
means a service, performed by way of
business, to:

a) safeguard, or to safeguard and
administer:
(i) Payment Tokens on behalf of

Customers, or

(if) private cryptographic keys on
behalf of Customers in order to
hold, store and transfer Payment
Tokens; or

b) receive, hold and transfer Payment
Tokens on behalf of Customers.

For the avoidance of doubt, Payment Token
Custody and Transfer excludes provision of
technology (including provision of updates
to the technology, and support to address
any technical issues with the technology) to
another Person which enables the other
Person to safeguard or safeguard and
administer their own Payment Tokens or the
cryptographic keys for such Payment
Tokens or the Wallet in which they are held,
or to transfer such Payment Tokens on their
own behalf.

For the avoidance of doubt, Payment Token
Custody and Transfer may be a service
performed to facilitate or enable a Merchant
to receive payments by Payment Token in
exchange for the supply of goods or services

under a  merchant  acquiring-style
arrangement.
Payment Token Custodian and

Transferor: means a Person who, by way
of business, performs Payment Token
Custody and Transfer.
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CBUAE Classification: Public

56.

S7.

58.

59.

60.

Payment Token Data: means any
information related to a Customer,
including financial data and excluding
Personal Data.

Payment Token Issuer: means a Person
who, by way of business, performs
Payment Token Issuing.

Payment Token Issuing: means a sale or
transfer, performed by way of business, of
a Payment Token, where it is the first
occasion on which that Payment Token is
sold or transferred.

a) This can include (without limitation)
where such first sale or transfer is
undertaken through an exchange or
trading venue.

b) If the first occasion on which a Payment

Token is transferred is when one Person

(an ‘issuer’) generates a Payment Token

(or arranges for its generation) for

transfer to a distributor with a view to the

distributor selling the Payment Token, or
otherwise transferring the Payment

Token to the public, the Payment Token

Issuing is performed by the distributor

rather than by the issuer.

Payment Token Service: means the
performance by way of business of any of
the following activities:

a) Payment Token Issuing;

b) Payment Token Custody and Transfer;
and

c) Payment Token Conversion.

Payment Token Transfer: means an act
initiated by the Payer or Payee or on either
of their behalves, or by the Payment Token
Issuer, of transferring a Payment Token(s)
or an interest in a Payment Token(s),
whether or not such transfer is performed
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CBUAE Classification: Public

61.

62.

63.

64.

65.

66.

67.

68.

using Distributed Ledger Technology and
irrespective of any underlying obligations
between the Payer and the Payee.

Person: means any natural or juridical
person.

Personal Data: means any information
which is related to an identified or
identifiable natural person.

Privacy Token: means a Virtual Asset
which, by design, disguises or otherwise
obfuscates, or purports to hide or
obfuscate, details of its Tokenholder or
transaction history which would otherwise
be visible to third parties through the
Distributed Ledger Technology on which
the Virtual Asset is hosted, and which is
used or may be used as a Means of
Payment.

Promotion: means any form of
communication, by any means, aimed at
inviting or offering to enter into an
agreement for provision of services.

Registered Foreign Payment Token
Issuer: means a Foreign Payment Token
Issuer which is registered pursuant to
Article 5(2).

Registered Foreign Payment Token
Custodian and Transferor: means a
juridical person that has received a Non-
Objection Registration in accordance with
this Regulation to perform Payment Token
Custody and Transfer of Foreign Payment
Token.

Registered Payment Token Conversion
Provider: means a juridical person that has
received a Non-Objection Registration in
accordance with this Regulation to perform
Payment Token Conversion.

Registration: means a Foreign Payment
Token Issuer Registration or a Non-
Objection Registration, and Registered
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CBUAE Classification: Public

69.

70.

71.

72.

73.

74.

75.

refers to having been granted such a
Registration, where such Registration
remains valid, and Registree refers to a
Foreign Payment Token Issuer or Payment
Token Conversion Provider or Foreign
Payment Token Custodian and Transferor
holding a valid Registration.

Regulation: means this Payment Token
Services Regulation.

Reserve of Assets: means the assets held
in accordance with Article (22).

Retail Payment Services and Card
Schemes Regulation: means Retail
Payment Services and Card Schemes
Regulation (Circular No. 15/2021) dated 6
June 2021, as amended.

SCA: means the UAE Securities &
Commodities Authority.

Senior Management: means a team of
individuals at the highest level of
management of the Licensee or Registeree
who have the day-to-day tasks of managing
the Licensee’s business.

Single  Payment  Token  Service
Agreement: means an agreement which
governs the rights and obligations as
between a Licensed Payment Token
Service Provider and a Customer (and their
assignees, transferees or successors) and
which is limited to:

a) governing a single sale, transfer and
redemption of Payment Tokens; or

b) provision of a Payment Token Custody

and Transfer Service for a single
Payment Token Transfer.
Stored  Value Facilities  (SVF)

Regulation: means Stored Value Facilities
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CBUAE Classification: Public

76.

77.

78.

79.

80.

81.

82.

83.

(SVF) Regulation (Circular No. 6/2020)
dated 30 September 2020, as amended.

Third Country: means any Financial Free
Zone or any country other than the UAE.

Tokenholder: means the person who has
the lawful power of disposal over a
Payment Token.

Transition Period: has the meaning given
in Article (40).

UAE: means the United Arab Emirates.

Unauthorized Payment Token Transfer:
means a Payment Token Transfer:

a) initiated, facilitated, effected or directed
by a Licensed Payment Token Service
Provider as part of its Payment Token
Service; and

b) where such transfer has not been
consented to by the Tokenholder or (in
the case of the Licensed Payment Token
Service Provider selling a Payment
Token) the purchaser of the Payment
Token.

Virtual Asset: means a digital
representation of value or of a right that can
be transferred and stored electronically
using Distributed Ledger Technology.

Excluding, for the purposes of this
regulation, Central Bank  Digital
Currencies.

Virtual Assets Exchange Platform

Operator: means a Person licensed by
SCA as a virtual assets platform operator
and regulated by SCA or any Local
Licensing Authority.

Wallet: means a Distributed Ledger
Technology address or account to which a
Virtual Asset is attributed from time to time
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CBUAE Classification: Public

84.

85.

and in relation to which a Payment Token
Transfer is performed.

Wire Transfer: means any Payment
Token Transfer carried out on behalf of a
Payer through a Licensed Payment Token
Service Provider with a view to making an
amount of Payment Tokens available to a
Payee at the beneficiary’s Licensed
Payment Token  Service Provider,
irrespective of whether the Payer and the
Payee are the same Person.

White Paper: means a document setting
out the information stipulated in Article
(26) and published or otherwise made
available in accordance with the provisions
of that Article.

PART 3

Article 2: Prohibitions on activities and
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1.

Restrictions on activities

No Person shall perform any Payment
Token Service within the UAE or directed
to Persons in the UAE, unless such Person
is Licensed or Registered by the Central
Bank to perform such Payment Token
Service.

No Person shall perform any service,
within the UAE or directed to Persons in
the UAE, where that service:

a) is performed with respect to any Means
of Payment that is not a Payment Token;
and

b) is a service that is similar or equivalent
to a Payment Token Service.
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CBUAE Classification: Public

5.

6.

This prohibition shall apply to all Persons,
including any Person acting in the course
of performing Virtual Asset activities for
which it is licensed or regulated by SCA or
a Local Licensing Authority.

No Person shall, within the UAE or
directed to Persons in the UAE, issue

Algorithmic  Stablecoins or  Privacy
Tokens or perform services relating to
Algorithmic  Stablecoins or Privacy

Tokens. This prohibition shall apply to all
Persons, including any Person acting in the
course of performing Virtual Asset
activities for which it is licensed or
regulated by SCA or a Local Licensing
Authority.

A Licensee or Registree must not
knowingly initiate, facilitate, effect or
direct a Payment Token Transfer as part of
its Payment Token Service unless the
transfer is of a:

a) Dirham Payment Token issued by a
Licensed Payment Token Issuer being
used for any lawful purpose; or

b) Foreign Payment Token issued by a
Registered Foreign Payment Token
Issuer being lawfully used (or sold for
use) as a Means of Payment for purchase
of Virtual Assets or derivatives of
Virtual Assets.

A Foreign Payment Token Registree may
only initiate, facilitate, effect or direct a
Payment Token Transfer as part of its
Payment Token Service in the UAE if the
transfer is of a Foreign Payment Token
being used (or sold for use) as a Means of
Payment for purchase of Virtual Assets or
derivatives of Virtual Assets.

A Licensed Payment Token Issuer may
only issue Dirham Payment Tokens to
Persons resident in the UAE. For the
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CBUAE Classification: Public

avoidance of doubt, aside from this Article
(2)6 there shall be no restriction under this
Regulation as to the territory in which a
Payment Token may be used or to or from
which it may be transferred.

No Merchant or other Person in the UAE
selling goods or services during the course
of business may accept a Virtual Asset
towards payment for that sale unless that
Virtual Asset is:

a) a Dirham Payment Token issued by a
Licensed Payment Token Issuer being
used as a Means of Payment ; or

b) a Foreign Payment Token issued by a
Registered Foreign Payment Token
Issuer being used as a Means of Payment
for purchase of a Virtual Asset or Virtual
Asset derivative.

8. A Bank may not act as a Payment Token

Issuer, but may, subject to the licensing
and other requirements of this regulation,
set up a subsidiary, affiliate or other related
entity to perform this activity.

Restrictions on promotions

No Person shall engage in any Promotion,
within the UAE or directed to Persons in
the UAE, where such Promotion relates to
Payment Token Services unless such
Person:

a) has a License or Registration to perform
the activities which are the subject matter
of the Promotion; or

b) is appointed by such a Licensee to
engage in the Promotion on the
Licensee’s behalf.

10. No Person shall engage in any Promotion,

within the UAE or directed to Persons in
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CBUAE Classification: Public

11.

12.

the UAE, where such Promotion is for
services relating to any Means of Payment
unless the Promotion solely relates to:

a) Dirham Payment Tokens issued by
Licensed Payment Token Issuers being
used for any lawful purpose; or

b) Foreign Payment Tokens issued by
Registered Foreign Payment Token
Issuers being lawfully used as a Means
of Payment for purchase of a Virtual
Asset or Virtual Asset derivative.

This prohibition shall apply to all Persons,
including any Person engaging in
Promotions relating to Virtual Asset
activities for which it is licensed or
regulated by SCA or a Local Licensing
Authority.

No Person shall engage in a Promotion,
within the UAE or directed to Persons in
the UAE, where such Promotion is for the
issuance of Algorithmic Stablecoins or
Privacy Tokens or services relating to
Algorithmic  Stablecoins or  Privacy
Tokens. This prohibition shall apply to all
Persons, including any Person engaging in
Promotions relating to Virtual Asset
activities for which it is licensed or
regulated by SCA or a Local Licensing
Authority.

The Central Bank may require any Person
to provide a reasonable level of evidence
to demonstrate that such Person is not
performing an activity in breach of this
Avrticle (2). The Central Bank may request
such evidence on a single occasion or may
require regular reporting (in such form as
the Central Bank may specify from time to
time) of such evidence by any Person.
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13. For the avoidance of doubt, reference to

‘the UAE’ in this Article (2) excludes the
jurisdiction of the Financial Free Zones.

Article (3): Designation of Means of Payment

1. The Central Bank may designate a type of

Virtual Asset as constituting a Means of
Payment.

The Central Bank may require any Person
which, within the UAE or directed at
Persons in the UAE, issues Virtual Assets
or performs services relating to Virtual
Assets, to provide the Central Bank with
such information as the Central Bank
requires in order to determine whether to
designate the Virtual Asset as a Means of
Payment.

For the avoidance of doubt, reference to
‘the UAE’ in this Article (2) excludes the
jurisdiction of the Financial Free Zones.

Article (4): Exemptions

1. Payment Token Services limited to the

following types of Payment Tokens and
posing a low level of risk to Customers and
the financial system are exempt from this
Regulation:

a) Payment Tokens used for certain reward
schemes. Such Payment Tokens may
only be:

(i) issued in return for a sum of money
paid by (A) the Payment Token
Issuer; or (B) a Merchant under an
agreement with the Payment Token
Issuer; and
(if) used for making payments for goods
or services provided by the Payment
Token Issuer or Merchant under
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CBUAE Classification: Public

specific terms and conditions of the
Payment Token Service.

Examples may include loyalty schemes
provided by shops and supermarkets that
offer Payment Token rewards for
customer loyalty;

b) Payment Tokens used for certain bonus

point schemes:

(i) Such Payment Tokens may be used
as points or units (by whatever name
called) provided by (A) the Payment
Token Issuer; or (B) a Merchant
who agrees to provide goods or
services to the Customer under an
agreement with the Payment Token
Issuer.

(i) The Customer may only use the

Payment Token for making

payments for goods or services

provided by the Payment Token

Issuer or a Merchant.

Examples are  airline mileage
programmes and customer loyalty
schemes that provide Payment Tokens to
customers to reward their patronage, and
whereby such Payment Tokens are not
redeemable for cash;

Payment Tokens that can only be used as
a Means of Payments for non-financial
goods or services provided by the
Payment Token Issuer; or

d) Payment Tokens falling within Article

(4)2.

2. The Central Bank may exempt a Payment
Token Issuer from licensing and other
requirements under this Regulation with
respect to its Payment Tokens, and specify
the conditions for such exemption, where:
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CBUAE Classification: Public

a) if the Payment Token Issuer had to hold
a Reserve of Assets in accordance with
Article (22), the aggregate amount of the
Reserve of Assets would not exceed half
a million Dirham (500,000 AED) or its
equivalent; and

b) the aggregate number of Tokenholders is
not more than 100.

3. The Central Bank may determine that a
Payment Token Service is not exempt or is
no longer exempt and require the Person
performing the service to apply for a
License.

PART 4

Article (5): License Categories

1. A Person that intends to provide Payment
Token Services shall as appropriate apply
for one or more of the following categories
of License:

a) Dirham Payment Token Issuer;

b) Payment  Token  Custodian  and

Transferor; and

c) Payment Token Conversion.

2. A Person not incorporated and located in
the UAE may apply for a Foreign Payment
Token Issuer Registration. For the
avoidance of doubt, this includes a Person
located in a Financial Free Zone.

Article (6): License Conditions

1. To be granted a License, an Applicant
shall, at the time of submitting an
Application:
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CBUAE Classification: Public

a) fulfil the legal form requirement as set
out in Article (74) of the Central Bank
Law;

b) meet the respective initial capital
requirements specified in Article (13) to
(15); and

c) provide the necessary documents and
information specified in the Central
Bank application form as provided by the
Licensing Division.

2. The Applicant must be a company

incorporated in the UAE, including free
zones but excluding Financial Free Zones

An Applicant must meet, or demonstrate
that it will meet upon License issuance, the
ongoing requirements set out in Article
(12) to Article (36), to the extent
applicable to the License category for
which it has applied, in particular:

a) The requirements regarding regulatory
capital as set out in Article (13) to Article
(15). The Central Bank may add
additional  requirements  regarding
regulatory capital or increase the existing
ones as a condition for License issuance,
where it considers such additional
requirements necessary;

b) The requirements regarding corporate
governance, general risk management
and internal control, and accounting
system as set out in Article (34). In
particular, the Board, the Senior
Management, and the Controller(s) must
have been approved by the Central Bank
as fit and proper in the context of the
Application before the License is
granted,;
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CBUAE Classification: Public

c) The requirements regarding risk
management policies and procedures for
the management and protection of the
Reserve of Assets, as set out in Article
(22);

d) The requirements regarding technology
and specific risk management policies
and procedures for managing the risks
arising from the operation of the
Payment Token business, as set out in
Article (34) and Avrticle (35);

e) The requirements regarding business
conduct and Customer protection as set
out in Article (25) to Article (32); and

f) The requirements regarding anti-money
laundering and countering the financing
of terrorism, as set out in Article (24).

As part of the licensing process, separate
face-to-face meetings between Central
Bank staff and the Applicant’s and the
Applicant’s Controllers’ Boards and the
Senior Management may be conducted.

Independent assessments

The Applicant is required to submit an
independent assessment report not older
than six (6) months assessing how it will
comply with Article (6)3, covering at least
the following key areas:

a) capital requirements;

b) corporate and  risk

management;

governance

c) Reserve of Assets management;
d) technology risk management;

e) payment security management;
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CBUAE Classification: Public

f) business continuity management; ¢l &yl patasl y10) (9)

g) business conduct and  Customer

protection; and

5 ¢ eanll dilomg JlacYl LSyl ()

h) AML/CFT control systems. Jus  dgxlge de LBJ ol ()

.g_)LQJ))\ JJ}AS aad&n/dbnyl

6. The Applicant must appoint one or more Jo5e eide pad Cdball pude e o .6

competent and qualified assessor(s), which
are independent from the business units of
the Applicant, to carry out the independent
assessments. The assessors must not be
involved in the operations to be reviewed
or in selecting or implementing the
relevant control measures to be reviewed,
must have relevant knowledge and
experience, and must be able to report their
findings independently. They must also
confirm to the Central Bank that there is no
conflict of interest in the conduct of
independent assessments.

An Applicant for Payment Token Issuing
shall, at the time of submitting an
Application, provide a list of all Payment
Tokens that it intends to issue. The Central
Bank may require that the Applicant obtain
a legal opinion for all Payment Tokens
assessing whether the Payment Tokens
and the operations of the Payment Token
Issuer comply with Central Bank
regulations including but not limited to
whether the White Paper is accurate and
the Reserve of Assets is properly held.

Article (7): Licensing Procedure

1. The licensing of Applicants shall be

subject to the procedure envisaged in the
Central Bank’s licensing manual.

Preliminary meeting with the Central Bank
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CBUAE Classification: Public

2.

4.

5.

6.

Any Person that is interested in obtaining
a License may obtain the Application form
from the Licensing Division of the Central
Bank.

The Senior Management of the Applicant
is strongly encouraged to meet and discuss
the Applicant’s Payment Token business
plan with the Central Bank before
submitting a formal Application.

Consultation with home regulator

Where a Controller of the Applicant is
regulated by another authority, including
by authorities in other jurisdictions, the
Central Bank may contact the relevant
authority about the Applicant to elicit the
relevant authority’s views.

Completing and submitting the Application

An Application must be lodged with the
Central Bank with the completed form and
the required documents and information
set out in the Annex to this Regulation.

Processing of Application

The Central Bank may seek any additional
information it deems necessary from the
Applicant to reach a decision on the
Application.

Incomplete information may result in
delays. Applicants should, therefore, pay
attention to the following points:

a) All Applications must be submitted with
documents and information listed in the
Annex to this Regulation.;

b) Where an Application received is
incomplete or supporting documents or
information is lacking, the Applicant will
be informed in writing that the
Application will be treated as “draft” and

29

oo bl 73503 e Jgrazxdl pansyS
@ﬁﬂ‘ O raall L»g oas Al 8yls)

Al pide RN ESIRYY] Tl iy .3
Mwwgﬂ\)yjdﬁ%mw
.ga_w_).”gf.lb.”

P LI § Aol dgz)l o y9Lall]

bl plas Gl 0813 b J> (3.4
s @ by ¢yl dhle 4By ol
uaL«,a.t&\ Lﬁ'bl*“’ 51 Jga ‘3 Olalw
&0 Joolsidl §3Syall B panll 37 5,5
)l paie Oliy ddaall Al
Al o3 Aald! £y e Jgraml)

b/l @iy JloS]

S$3Sadl Braddl U] Clla)l @uds o .5

Ologlaally (35649 [WON] 39l 2e

Mo e @ohell § doupgally digllaall
pladl

lle] donlro

Gy il S cllall putio (0 &30
llall olaw )3 ] Jho gl

Al UaiSe pe Ologlas @i (S35 48 .7
@obe de oy (JWby 3B Jga>
[AJW bladl slelye eoldlall

dodiall Oldlall pazr Joid OF cxs (1)

RV-JRI-EA W] L”g 83yl gl o glaallg (356 4]l
fﬁwﬁ.}\

yjimﬁ;qbﬁmtdbgg(g)
e cdasllll o glrall o GBIl ¢posi
Joladl @ies 5h Qas Cllall pude HUas
Lo &_A.LbJ.wj "Baw" o)lael g.,J.]aJ\ &



CBUAE Classification: Public

will be asked to complete the
Application or provide the missing
information by a date specified by the
Central Bank.;

c) Where information requested is not
received by the specified date or a
revised date agreed in writing by the
Central Bank at the request of the
Applicant, the Application may be
treated as “suspended” and the Applicant
will be notified of this in writing;

d) Where an Application is “suspended”,
the Applicant will be informed in writing
that the processing of the Application
will cease temporarily. Suspended
Applications will be reactivated only
when the outstanding information is
submitted; and

e) Where an Application is “suspended” for
six (6) months or more for any reason, a
new Application will be required if the
Applicant wishes to pursue the matter
further.

Approval of Application

8. The Central Bank may approve an
Application for a License made by an
Applicant provided that all the licensing
criteria are met by the Applicant.

9. The Central Bank may grant the License
without conditions or subject to any
conditions attached. Conditions attached
to a License may include, among others:

a) imposing a higher capital or liquidity
requirement;

b) additional requirements relating to
protection of the Reserve of Assets; and

c) restrictions on the Payment Token
business or any secondary or ancillary
businesses, or as to the maximum
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CBUAE Classification: Public

volume or value of Payment Tokens
which may be issued.

10. After the Central Bank has granted a
License to an Applicant, the Central Bank
will:

a) assign a unique reference number to the
License;

b) specify in the License the date on which
the License has taken effect; and

c) list the details in (a) and (b) in a publicly
available register on its website.

11. A Licensee must ensure that the License
reference number of the License assigned
to it by the Central Bank is clearly
displayed on the Licensee’s website and
promotional materials.
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Foreign Payment Token Custody and Y 3.1 ; T

Transfer

1. A Virtual Assets Exchange Platform
Operator may apply for a Non-Objection
Registration in order to perform Payment
Token Conversion.

2. A Bank or Exchange House may apply for
a Non-Objection Registration in order to
perform  Dirham  Payment  Token
Conversion.

3. A Person who is licensed by SCA or any
Local Licensing Authority as a Virtual
Assets Service Provider to provide custody
services for Virtual Assets, may apply for
a Non-Objection Registration to perform
Payment Token Custody and Transfer of
Foreign Payment Tokens. For the
avoidance of doubt, any other Person
seeking to perform Payment Token
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CBUAE Classification: Public

6.

8.

Custody and Transfer shall be required to
obtain a Payment Token Custodian and
Transferor license from the Central Bank.

To be granted a Non-Objection
Registration, an Applicant must provide
details in its Application of its SCA or
Local Licensing Authority licensing
status, where applicable, and the nature
and extent of its SCA-licensed or Local
Licensing Authority licensed business.

To be granted a Non-Objection
Registration, an  Applicant  must
demonstrate, in such manner as the

Licensing Division may direct, that it will
meet any conditions imposed by the
Central Bank and the requirements listed
in Article (8)10 or Article 8(11)

Non-Objection Registration process

To be granted a Registration as a Payment
Token Conversion Provider or Foreign
Payment Token Custodian and Transferor,
an Applicant shall, at the time of
submitting an Application, provide the
necessary documents and information
specified in the Central Bank application
form as provided by the Licensing
Division.

As part of the licensing process, separate
face-to-face meetings between Central
Bank staff and the Applicant’s and its
Controllers’ Boards and Senior
Management may be conducted.

Avrticle (7) shall apply to Applicants and
Applications for Registration as a Payment
Token Conversion Provider or Foreign
Payment Token Custodian and Transferor,
for which purposes:

a) references to License, Licensee and

licensing in that Article shall be
construed as references to Non-
Objection  Registration,  Registered

Payment Token Conversion Provider
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CBUAE Classification: Public

and registration or Registered Foreign
Payment  Token  Custodian and
Transferor; and

b) the Applicant shall only be required to
provide such information and documents
listed in the Annex as the Central Bank
may specify.

9. The Central Bank may contact SCA and
any relevant Local Licensing Authority to
obtain such information as the Central
Bank considers relevant in relation to the
Applicant, including in order to take into
account:

a) the relevant authority’s views in respect
of matters such as the financial
soundness and the overall internal
control environment of the Applicant,
and whether SCA or any relevant Local
Licensing Authority has any concern
about that Applicant extending its
business to include Payment Token
Conversion; and

b) the relevant authority’s scope of and
approach to regulation and supervision
of the Applicant, in order to assist the
Central Bank with determining which if
any conditions or requirements of this
Regulation (in addition to those listed in
Article (7)9(c), Article (8)10 and Article
(8)11, as applicable) the Central Bank
will impose on the Applicant.

Application of this Regulation to Registered
Payment Token Conversion Providers

10. Without prejudice to the other provisions
of this Article (8), a Registered Payment
Token Conversion Provider which is a
Virtual Assets Exchange Platform
Operator shall comply with the following
Avticles of this Regulation:

(i) Article (10);
(ii) Article (11);
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CBUAE Classification: Public

11.

12.

(iii) Awrticle (12);

(iv) Article (17)2;
(v) Article (18);

(vi) Article (24);
(vii) Article (25);
(viii) Article (33);
(ix) Article (34);
(x) Atrticle (35);
(xi) Atrticle (36);
(xii) Article (37); and
(xiii) Article (38),

to the extent provided for in those Articles.

Without prejudice to the other provisions
of this Article (8) and without prejudice to
the application of other laws and
regulations, a Registered Payment Token
Conversion Provider which is a Bank or
Exchange House shall comply with the
following Articles of this Regulation:

(i) Article (10);

(ii) Article (11);

(iii) Article (12);

(iv) Article (17)2;

(v) Article (18);

(vi) Article (23);

(vii) Article (24);

(viii) Article (25);
(ix) Article (27);

(x) Article (28);

(xi) Article (29);

(xii) Article (33);

(xiii) Article (34);
(xiv) Article (35);
(xv) Article (36);

(xvi) Article (37); and
(xvii) Article (38),

to the extent provided for in those Articles.

The Central Bank may apply any other
provision or requirement under this
Regulation, not already applicable, to a
Registered Payment Token Conversion
Provider or Registered Foreign Payment

34
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Token Custodian and Transferor if the
Central Bank determines it necessary to do
S0 to achieve its statutory objectives.

Gpaodl dzy Jb 3 Jrwall g2V
GluaYl  Ga=d Y W Sl

Article (9): Foreign Payment Token Issuer
Reqistration

@Y 231 30y yuuad Leoed 3(9) Bol!

1. A Person incorporated outside the UAE  chleYl dgs )3 duwul @3 yasedd joz .1

(which for the purposes of this Regulation
would include a Person incorporated in a
Financial Free Zone) may apply for a
Registration as a Foreign Payment Token
Issuer.

Registration process

2. To be granted a Registration as a

Registered Foreign Payment Token Issuer,
an Applicant shall, at the time of
submitting an Application:

a) provide the necessary documents and
information specified in the Central
Bank application form as provided by the
Licensing Division;

b) obtain written evidence of the non-
objection from SCA or a Local Licensing
Authority for the Registration based on a
joint framework between the relevant
authorities; and

c) demonstrate, in such a manner as the
Licensing Division may direct, that it
will meet any conditions which may be
imposed by the Central Bank pursuant to
Article (7)9(c) and the requirements
listed in Article (9)7.

3. As part of the registration process, separate

face-to-face meetings between Central
Bank staff and the Applicant’s and its
Controllers’ Boards and Senior
Management may be conducted.

An Applicant for a Foreign Payment
Token Issuer Registration shall, at the time
of submitting an Application, provide a list
of all Foreign Payment Tokens that it
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CBUAE Classification: Public

intends to issue and obtain a legal opinion
on the assessment for all Foreign Payment
Tokens. The legal opinion must assess
whether the Foreign Payment Tokens and
the operations of the Payment Token
Issuer comply with this Regulation
including but not limited to whether the
White Paper is complete and accurate.

Article (7) shall apply to Applicants and
Applications for Registration as a Foreign
Payment Token Issuer, for which
purposes:

a) references to License, Licensee and
licensing in that Article shall be
construed as references to Registration,
Registered Foreign Payment Token
Issuer and registration;

b) Article (7)3, Article (7)4, and Article
(7)9(a)shall not apply; and

c) the Applicant shall only be required to
provide such information and documents
listed in the Annex as the Central Bank
may specify.

Where the Applicant is regulated by
another authority, including by authorities
in other jurisdictions, the Central Bank
may contact the relevant authority about
the Applicant. The Central Bank may take
into account the relevant authority’s views
in respect of matters such as the financial
soundness and the overall internal control
environment of the Applicant, and whether
the relevant authority has any concern
about that Applicant extending its
Payment Token business to the UAE.

Application of this Regulation to Registered
Foreign Payment Token Issuers

Without prejudice to the remainder of this
Article (9), a Registered Foreign Payment
Token Issuer shall comply with the
following Articles of this Regulation:
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CBUAE Classification: Public

a)

Article (10);

b) Article (11);

c)

Article (12);

d) Article (17);

€)
f)

Avrticle (18);
Article (21)1 to Article (21)5;

g) Article (24);
h) Article (25)1 and Article (25)3;

i)
)

Article (26); and
Article (38),

to the extent provided for in those Articles.

8. A Registered Foreign Payment Token
Issuer shall:

a)

b)

d)

hold a reserve of the same value as the
total value of Foreign Payment Tokens
which that Foreign Payment Token
Registree has issued, and denominated in
the same currency as that of the Foreign
Payment Tokens which that Foreign
Payment Token Registree has issued;

procure and publish regular audits of the
reserve referred to in (a) by an External
Auditor;

at any time requested by the Central
Bank, demonstrate that it holds Fiat
Currency received from Customers for
the issuance of Payment Tokens to
equivalent  standards of  proper
management and safekeeping as are set
out in Article (22); and

comply with all laws, regulations and
guidance which apply to it in the
jurisdiction of its incorporation and in
any other jurisdiction in which it
operates, including but not limited to
AMLJ/CFT laws and regulations.
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Article (10): Suspension, withdrawal and

9l e Al slidlg oy (Gudas 3(10) Bolll
revocation of License or Registration

Jrezxudd|

1. The Central Bank may suspend, withdraw — clJ] ol Comw 9l 3adad $3Spedl Bpasll .1
or revoke a License or Registration as pegain 9o Ll 839 Jumeudd! 9i ausAl
stipulated in the Central Bank Law. {555yl B pandl 0318 & e

2. Where a License or Registration is o Juxuwdl ol jas il gudas OV 3§ .2

suspended, withdrawn or revoked, the
Licensee or Registree must immediately
cease to perform Payment Token Services.

9l A jas el e o Sla) ol duew
Slods elol e 199 ad gl Juomadll Jol>

B 30
PART 5 RNES PN
Article (11): Authority over Licensees and Jol>g o pasyall Ao dalldl :(11) 8ol
Reqistrees NEDR]
1. The Central Bank may take all measures  uladl aeex 351 S5l Bpasll L1

and actions it deems appropriate in relation
to a Licensee or Registree for achieving its
objectives and discharging its functions,
and may particularly take one or more of
the following actions, if a material
violation to the provisions of this
Regulation has occurred:

a) The Central Bank may require the
concerned Licensee or Registree to take
necessary actions to rectify the situation
immediately;

b) The Central Bank may appoint a
specialized expert, or a Central Bank
employee, to advise or guide the
concerned Licensee or Registree or
oversee some of its operations, for a
period specified by the Central Bank.
The concerned Licensee or Registree
shall pay remuneration for such
appointee if he is an expert from outside
the Central Bank;

c) The Central Bank may appoint a
manager where the Central Bank is of the
view that the management of a Licensee
cannot be relied upon to take appropriate
steps to rectify a situation. The main
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2.

objectives of appointing a manager to
take control of the management of a
Licensee are:

(i) to provide for the control of the
affairs, business and property of a
Licensee until such time as the
Central Bank is satisfied that its
concerns in relation to that Licensee
have been addressed; or

(if) to safeguard the assets and maintain
the business of the Licensee until a
liquidator can be appointed;

d) The Central Bank may take any other
action or measure, or impose any
penalties it deems appropriate, in relation
to a Licensee or Registree.

Where the Central Bank provides a Non-
Objection Registration to a Virtual Assets
Exchange Platform Operator, the Central
Bank will coordinate with the relevant
Local Licensing Authorities before and
when taking any measures or actions under
Article (11)1.

Article (12): Restrictions on Payment Tokens

1.

2.

3.

All Payment Tokens issued by a Dirham
Payment  Token Issuer shall be
denominated only in Dirham.

All Payment Tokens issued by a Foreign
Payment Token Issuer shall be
denominated only in a Foreign Currency.

A Payment Token Issuer may not (and
may not arrange that another person shall)
pay to or for the benefit of a Customer:

a) interest related to the length of time
during which the Customer holds a
Payment Token; or
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b) any other benefit related to the length of

time during which the Customer holds a
Payment Token,

with respect to Payment Tokens for which

the Payment Token

Issuer performs

Payment Token Issuing.

4. The Central Bank may place a limit(s) on:

a)

the total volume or value of Payment
Tokens which a Dirham Payment Token
Issuer may sell or transfer, or restrict the
sale or transfer of further Payment
Tokens by that Payment Token Issuer;

b) the total volume or value of Payment

Tokens which a Foreign Payment Token
Issuer may sell or transfer to Persons in
the UAE, or restrict the sale or transfer of
further Payment Tokens by that Payment
Token Issuer to Persons in the UAE;

the total number of Customers, or restrict
the onboarding of new Customers, to
which a Dirham Payment Token Issuer
may sell or transfer its Payment Tokens;

d) the total number of Customers in the

f)

UAE, or restrict the on-boarding of new
Customers in the UAE, to which a
Foreign Payment Token Issuer may sell
or transfer its Payment Tokens;

the total volume or value of Payment
Tokens which a Payment Token
Conversion Provider may buy, sell or
admit to trading on its platform; and

the total number of Customers to which
a Payment Token Conversion Provider
or Payment Token Custodian and
Transferor may provide services, or the
on-boarding of new Customers by that
Payment Token Conversion Provider or
Payment  Token  Custodian and
Transferor.
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CBUAE Classification: Public

5.

If the Central Bank determines that to do
SO IS necessary to achieve its statutory
objectives, the Central Bank may impose
any other restrictions on a specific
Licensee or Registree, or across Licensees
and Registrees.

If the Central Bank determines that to do
SO IS necessary to achieve its statutory
objectives, the Central Bank may
designate any Virtual Asset to be a
Payment Token whether or not it is sold or
transferred by a Payment Token Issuer,
and may impose any one or more of the
restrictions set out in Article (12)4 in
relation to such Designated Payment
Token.

If the Central Bank imposes any restriction
set out in Article (12)4, the Licensed
Payment Token Service Provider,
Registered Foreign Payment Token Issuer,
Registered Foreign Payment Token
Custodian and Transferor or Registered
Payment Token Conversion Provider
must:

a) provide the Central Bank with daily
reporting  evidence  verifying its
compliance with such restriction(s); and

b) maintain policies and procedures to
ensure that any breach of such a
restriction is rectified promptly.

Article (13): Regulatory Capital Requirement
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for Licensed Payment Token Issuers

1.

A Licensed Payment Token Issuer must
maintain at least:

a) Initial and ongoing capital of fifteen (15)
million Dirhams; plus
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CBUAE Classification: Public

b) additional ongoing capital of at least
0.5% of the Fiat Currency face value of
outstanding Payment Tokens.

2. A Payment Token Issuer subject to the
alternative requirement for the Reserve of
Assets as set out in Article (22)3 must,
instead of the requirement in Article (13)1
above, maintain at least:

a) initial and ongoing capital of fifteen (15)
million Dirhams; plus

b) additional ongoing capital of at least 2%
of the Fiat Currency face value of
outstanding Payment Tokens.
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1. A Licensed Payment Token Service — Ofc asyall a8l jo) dods 3950 e oo .1

Provider performing Payment Token
Custody and Transfer or Payment Token
Conversion shall:

a) where the monthly average value of
Payment Token Transfers initiated,
facilitated, effected, directed or received
by that Licensed Payment Token Service
Provider as part of those Payment Token
Services amounts to ten (10) million
Dirhams or above, hold regulatory
capital of at least three (3) million
Dirhams; and

b) where the monthly average value of
Payment Token Transfers initiated,
facilitated, effected, directed or received
by that Licensed Payment Token Service
Provider as part of those Payment Token
Services amounts to less than ten (10)
million Dirhams, hold regulatory capital
of at least one and a half (1.5) million
Dirhams.
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CBUAE Classification: Public

2. For a Licensed Payment Token Service

Provider falling within Article (14)1(b)
whose monthly average value of Payment
Token Transfers referred to in Article
(14)1 rises above ten (10) million Dirhams
in three (3) consecutive months, the
Licensee shall report this fact to the
Central Bank and become subject to the
higher regulatory capital requirement in
Avrticle (14)1(a).

The monthly average value of Payment
Token Transfers referred to in Article
(14)1 shall:

a) be calculated on the basis of the moving
average of the preceding three (3)
months or, where such data does not
exist at the time of being granted a
License by the Central Bank, on the basis
of the business plan and financial
projections provided; and

b) take into account both Payment Token
Transfers initiated, facilitated, effected
or directed by a Licensed Payment
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Licensed Payment Token Service Providers)

1. The Central Bank may impose aggregate
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than that provided for in Article (13) and
Article (14) if, taking into consideration
the scale and complexity of the Licensee’s
business, it considers such higher
requirements essential to ensuring that the
Licensee has the ability to fulfil its
obligations under this Regulation.

An Applicant shall provide information to
the Central Bank on the source(s) of funds
that constitute the regulatory capital held
under Article (13) or Article (14).
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CBUAE Classification: Public

Capital Items

3. A Licensed Payment Token Service

Provider’s aggregate regulatory capital
shall consist of:

a) Paid-up capital;

b) Reserves, revaluation

reserves; and

excluding

c) Retained earnings.

In addition to the capital requirement, an
unconditional irrevocable bank guarantee
equal to the full paid-up capital amount in
favour of the Central Bank paid upon first
demand, shall be submitted to the Central
Bank with the application of the License.
Such a guarantee must remain in place at
all times.

Licensee must demonstrate that its
regulatory capital and other financial
resources are sufficient for implementing
its business model in a safe, efficient and
sustainable manner, without
compromising the interests of Customers.

A Licensee must provide adequate details
to the Central Bank on the source of funds
that will be used to support the proposed
business activities.

A Licensee must demonstrate that it will
be able to maintain sufficient regulatory
capital and other financial resources to
facilitate an orderly wind-down of its
Payment Token business, including a
smooth refunding process.

Deductions
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CBUAE Classification: Public

8. The following items shall be deducted JW ) Jlex] o0 AW soliadl daiind .8
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CBUAE Classification: Public

2.

3.

The Central Bank shall grant an approval
under Article (16)1 if it considers that the
proposed Controller or member of Senior
Management meets all fit and proper
requirements specified by the Central
Bank.

The Central Bank may attach conditions to
its approval under Article (16)1 of a
Controller, including but not limited to:

a) conditions restricting or preventing the
Person’s disposal or further acquisition
of shares or voting powers in the
Licensed Payment Token Service
Provider; and

b) conditions restricting or preventing the
Person’s exercise of voting power in the
Licensed Payment Token Service
Provider.

Article (17): Principal Business

1.

The exclusive business of a Payment
Token Issuer shall be the performance of
the Payment Token Issuing for which it
has been granted a License.

a) In addition to performing the sale or
transfer of Payment Tokens that forms
part of its Payment Token Issuing, a

Payment Token Issuer shall be
responsible for the generation of
Payment Tokens, development and

maintenance of associated technology
required for Payment Tokens to operate
in accordance with their White Paper and
Customer Terms, and burning of
Payment Tokens. If any of those
activities are performed by another
Person, they must be performed on
behalf of the Payment Token Issuer and
in accordance with the outsourcing
requirements under Article (20).
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CBUAE Classification: Public

2. The exclusive business of a Payment

Token Conversion Provider or Payment
Token Custodian and Transferor which is
a Virtual Assets Exchange Platform
Operator shall be the performance of:

a) any Payment Token Conversion and
Payment Token Custody and Transfer
activities for which it has been granted a
License or Non-Objection Registration;
and

b) any Virtual Asset activities for which it
is licensed or regulated by SCA or any
Local Licensing Authority prior to
receipt of its License or Non-Objection
Registration under this Regulation.

3. The exclusive business of a Payment

Token Conversion Provider or Payment
Token Custodian and Transferor which is
an Exchange House shall be the
performance of:

a) Any Payment Token Conversion and
Payment Token Custody and Transfer
activities for which it has been granted a
License or Non-Objection Registration;
and

b) any activities for which it is licensed or
regulated by the CBUAE under the
Regulations re Licensing and Monitoring
of Exchange Business.

4. The exclusive business of a Payment

Token Conversion Provider or Payment
Token Custodian and Transferor which is
licensed under the Retail Payment
Services and Card Schemes Regulation or
the Stored Value Facilities (SVF)
Regulation shall be the performance of:

a) any Payment Token Conversion and
Payment Token Custody and Transfer
activities for which it has been granted a
License; and
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CBUAE Classification: Public

b) any activities for which it is licensed,
regulated or otherwise approved by the
CBUAE under the Retail Payment
Services and Card Schemes Regulation
or the Stored Value Facilities (SVF)
Regulation.

5. Except where one of Article (17)2 to

Article (17)4 apply or the Payment Token
Conversion Provider or Payment Token
Custodian and Transferor is a Bank, the
exclusive business of a Payment Token
Conversion Provider or Payment Token
Custodian and Transferor shall be the
performance of any Payment Token
Conversion and Payment Token Custody
and Transfer activities for which it has
been granted a License.
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Article (18):
Requirements

Notification and Reporting £ HUasYI Sldlate :(18) 8ol

1. Where any material change affects the — JWiSlg d8s e Gypoz s ST S ledie .1

accuracy and completeness of information
provided in an Application, the Applicant,
Licensee or Registree, as the case may be,
shall immediately notify the Central Bank
of such change and provide all necessary
information and documents.

A Licensee or Registree shall immediately
notify the Central Bank of any violation or
potential violation of any provision of this
Regulation or CBUAE Regulations. Such
notification must be accompanied by
details of adequate measures which the
Licensee or Registree will implement to
rectify the violation.

A Licensee or Registree shall immediately
notify the Central Bank if it becomes
aware that any of the following events
have occurred or are likely to occur:

a) any event that prevents access to or
disrupts the operations of the Licensee or
Registree;
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CBUAE Classification: Public

b) any legal action taken against the
Licensee or Registree either in the UAE
or in a Third Country;

the commencement of any insolvency,
winding up, liquidation or equivalent
proceedings in relation to the Licensee or
Registree, or the appointment of any
receiver, administrator or provisional
liquidator under the laws of any country;
d) any disciplinary measure or sanction
taken against the Licensee or Registree
or imposed on it by a regulatory body
other than the Central Bank, whether in
the UAE or in a Third Country;

any change in regulatory requirements to
which a Licensee or Registree is subject
beyond those of the Central Bank,
whether in the UAE or in a Third
Country;

f) any repeated occurrence of sales of a
Payment Token at below its nominal/Fiat
Currency face value where the sale is by
or facilitated by the Licensee or

Registree; or

g) any other event specified by the Central
Bank from time to time.

4. Payment Token Conversion Providers and

Payment Token Custodian and Transferors
shall report to the Central Bank on the
volume and value of business that they
conduct in relation to Virtual Assets which
are not Payment Tokens, in accordance
with such reporting requirements as the
Central Bank may determine from time to
time.

Licensees shall report to the Central Bank
on their complaints  management
programme, including reporting on the
number of complaints received, the topics
of complaints, the number of open and

49

pasyall s 033 ok (3936 sl ST ()
bl Ags 3 slga Jemadll Jol> of o
€436 dgo (§ ol Buseiall duyall

Al 9l g gl slue] ey ST ()
vzl (3laid dplie Wlel2] ] o Jlos]
dﬁé—wﬂ L"ST s 3T ¢! Jol> 3T 4
sy B3 fuas ol yde ol Al

" s 5T o3

Lo Bisie dsie ol @b chz] T (3)
Lbgyie ol Jemadl Jol> of &) as i
Gpaall it 631 duldy dgxr Jb o dde
Zb.a)’.” C)bl.n}“ 2\)3.) L3 ;‘}w q@'f,aﬂ

A6 Uga § of Bseiall

G Bl oldladl 3 s G ()
demadll Jal> ol &) paspall L) gase
9‘5—w ‘L“_SJS)AJ"._QJ-\AAJ[J Mbd\ei.l:a_a)bu
dgs @ 5l Bustall doyall hleYl Ao 3

Uk

o0 J3b Wl 30y o ldasd 1S5 T (9)
&l o G &8y 91 Aaal) doodl Aoyl
o 51 el Jol> 5T ) jas o)l dlalgs

1 £oahd (po dlugud

S35yl G manll padsw 3T Gus Sl ()

Bl 50y 9IS leds (a9 e oo .
W @ads a8l 0y Jgoeey Lo elg
Jlael daidg ez o §5S50dl B panll
Jsedl Glay Lo o Opesie 3
tﬁég c&é.) j}o) CA.««:U LS‘J‘ Z\MLRQBH
Lodsw U8 L$‘j‘ ol slae] wldlaid

3D Sy e (55Syall Bpanll

Al o8 @A o) pasyell e cem
S8l Byls] maliyy (e (§3Spell B paall
dde e &}b}" 3 Lg Lw 4‘6.@.3 Ual?':”
(S8l Oilegubgay  Bylgll (s9lall



CBUAE Classification: Public

closed complaints, and the amount of time
complaints have been open or took to
close, in accordance with such reporting
requirements as the Central Bank may
determine from time to time.

Licensees and Registrees must comply
with any further regular or ad-hoc
reporting as determined by the Central
Bank.

Notwithstanding the paragraphs above,
Licensees and Registrees shall, as
appropriate and applicable, comply with
their notification requirements as further
specified in this Regulation, including but
not limited to under:

a) Article (14)2;
b) Article (19)4(a);
c) Article (22)8(a);
d) Article (24); and
e) Article (34)15

Article (19): Use of Agents

1. Where a Licensee intends to perform

Payment Token Services through an
Agent, it must conduct an assessment of
such arrangement and provide a report to
the Central Bank of the following:

a) name and address of each Agent;

b) assessment of the adequacy of the
internal control mechanisms that will be
used by the Agent in order to comply
with the requirements of Article (33) and

any CBUAE Regulations produced
under it;
¢) assessment of the Persons responsible for

the management of the Agent, and
evidence that they fulfil any fit and
proper requirements specified by the
Central Bank;
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CBUAE Classification: Public

d) the scope of Payment Token Services for
which the Agent is mandated; and

e) evidence of the Licensed Payment Token
Service Provider’s adherence, in its
contractual arrangements with the Agent,
to Article (20).

2. The Central Bank shall assess the
suitability of a proposed Agent and Agent
arrangements based on the report
submitted under Article (19)1, and may
require the Licensee to supply additional
information for its assessment.

a) Following its assessment, the Central
Bank shall make a decision whether to
approve or decline to approve the Agent.

b) The Licensee shall not engage an Agent
to perform Payment Token Services
before having received such approval.

3. Licensees shall contractually ensure that
Agents acting on their behalf disclose this
fact to Customers.

4. Licensees shall:

a) immediately notify the Central Bank of
any change regarding their use of
Agents; and

b) on an annual basis conduct an additional
assessment and provide an additional
report to the Central Bank of the matters
listed in Article (19)1.

5. The Central Bank may suspend, withdraw
or revoke its approval of an Agent. Where
the approval of an Agent is suspended,
withdrawn or revoked, the Licensee must
ensure that the Agent immediately ceases
to perform Payment Token Services on the
Licensee’s behalf.
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CBUAE Classification: Public

6. Licensees shall be responsible for ensuring

7.

and maintaining appropriate training and
qualifications for their Agents.

A Payment Token Service performed by
an Agent shall be treated as performed by
its principal Licensees.

Article (20): Outsourcing

All Licensees shall comply with the Outsourcing
Regulation as if they were a “Bank™ as defined in
the Outsourcing Regulation.

Article (21):

PART 6

Issuance and Redemption of

Payment Tokens

1.

2.

A Payment Token Issuer must:

a) on receipt of payment for a Payment
Token, without delay transfer the
Payment Token to the Wallet nominated
by the purchaser; and

b) at the request of the Tokenholder,

without delay (and in any case by the

same time on the next Business Day after
the day on which the request was made,
unless the Central Bank permits

otherwise) redeem (or, in the case of a

Foreign Payment Token, initiate

redemption) in Fiat Currency at par value

the Dirham (AED) or Foreign Currency
denominated face value of the Payment

Token presented by the Tokenholder to

the Payment Token Issuer for

redemption.

A Tokenholder may request redemption of
a Payment Token without any limitation in
time. The Central Bank may extend the
Dormant Accounts Regulation, or any
provision thereof to Payment Token
Issuers.

52

ol @i Olad 0gd pasyell e com .6
doiMo O JSE‘J\j ;}’6}‘.‘ wb.,oJ\

s

2 §o

PERLY L“gJ\ @J.H}o) dods & doldl w7
wasyall U e s iy Ll e Sl
OS] o]

Jugaid! 1(20) skl

dugadl pllad JeY 0g yasyell jez e o

AUl (§ ddmo 9o LS "B 1558 o) LS

ovdlud! ¢3!

2941 J90) 313 Auwlg ylduol :(21) BolaJ!

2 50y yduas Ao a1

Jas5 cadl 3y Jolie adll Dl i ()
doiipall daaall ) 435 095 a8l e
9 fLﬂsj.&.oJ‘ IR

093 09 sl Jel> b e el ()
g Byl pud g2l e 39) 50
Tow o b Cdhll @add J el
¢91) Jladial (U3 B0 ($3S5all B panll
danJb (210Kl ey cL?_L?T &850 J> 4
dos ol @2yl duowdl doudlly d3)4)
B 3oy) Aol Aol dogie duixl
B 30 sdadd 50l el e pudall

Jlaiwd

2801 30y ol slesl Cllay Of 50))1 Jolsnd S92 .2
S3Sall Bpaall 3oug Jdow) 948 L”ST 093
do a8 (ST 91 Baelsd] bludl pllas gadas

B 50y Gruan Je



CBUAE Classification: Public

A Tokenholder shall not be entitled to a
Payment Token once it is redeemed.

A Payment Token Issuer must provide a
Customer with a Customer Agreement that
clearly and prominently states the
conditions of redemption, including any
fees relating to redemption, in good time
before the parties enter into the Customer
Agreement.

Redemption may be subject to a fee only
where the fee is proportionate and
commensurate with the costs actually
incurred by the Payment Token Issuer.

A Licensed Payment Token Issuer must:

a) maintain a copy of the Distributed
Ledger Technology on which its
Payment Tokens are issued,

b) put in place a process to enable
Customers to redeem their Payment
Tokens in the event of a failure or other
disruption of the Distributed Ledger
Technology on which the Payment
Token is issued, which does not rely on
the normal operation of that Distributed
Ledger Technology; and

in the event that a ‘fork’ or similar event
which results in the creation of one or
more versions of a Payment Token,
redeem any one version of each Payment
Token as if it were the version of the
Payment Token that the Payment Token
Issuer originally sold or transferred.
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CBUAE Classification: Public

1. A Licensed Payment Token Issuer must
have in place an effective and robust
system to protect and manage the Reserve
of Assets to ensure that the constituent
assets:

a) are deployed for the prescribed usage
only;

b) are protected against claims by other
creditors of the Licensee in all
circumstances; and

c) are protected from operational and other
relevant risks.

Composition of the Reserve of Assets

2. A Licensed Payment Token Issuer must
hold the Reserve of Assets as cash in a
separate escrow account that:

a) is wholly denominated in the same
currency as the Payment Tokens in
relation to which it is held,;

b) it holds in its name with another Person
not in its Group which is a Bank licensed
in the UAE;

c) is designated in such a way as to show
that it is an account which is held for the
purpose of safeguarding the Reserve of
Assets in  accordance with  this
Regulation; and

d) is used only for holding that Payment
Token Issuer’s Reserve of Assets.

3. Where a Licensed Dirham Payment Token
Issuer is a wholly-owned subsidiary of a
Bank, it may choose, as an alternative to
holding 100% of the Reserve of Assets in
accordance with Article (22)2, to hold at
least 50% of the Reserve of Assets as cash
in accordance with Article (22)2 and invest
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CBUAE Classification: Public

the remaining portion of the Reserve of
Assets in UAE government bonds and
Central Bank of the UAE Monetary Bills
(M-bills) that have an average duration of
6 months or less. If the Dirham Payment
Token Issuer makes such a choice, it must
hold regulatory capital in accordance with
Article (13)2.

The Central Bank may require a Licensed
Payment Token Issuer to hold the Reserve
of Assets as cash in an account held with
the Central Bank, rather than on one of the
other bases permitted under this Article
(22).

Protection of the Reserve of Assets

5. A Licensed Payment Token Issuer must

put in place an effective contractual
arrangement to ensure that, in the event of
its insolvency, its Customers have a legal
right and claim to payment of all amounts
owed on the redemption of their Payment
Tokens from the Reserve of Assets. A
Licensed Payment Token Issuer shall, at
the request of the Central Bank, seek an
external legal opinion on the protection
arrangement of the Reserve of Assets to

ensure the legal soundness of the
arrangements, and commission an
independent review to ensure the

operational soundness.

A Licensed Payment Token Issuer must
ensure that no other Person has any claim
on or interest in the Reserve of Assets.

The Reserve of Assets held in relation to
one type of Payment Token must be
segregated (including being held in a
different account or Wallet) from that held
in relation to any other type of Payment
Token.

Management of the Reserve of Assets
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CBUAE Classification: Public

8. A Licensed Payment Token Issuer must

ensure that the value of its Reserve of
Assets amounts at least to the total Fiat
Currency face value of Payment Tokens in
circulation, including without limitation
by putting in place:

a) an adequate process to ensure timely and
accurate records of cash or Payment
Tokens paid into and out of a Reserve of
Assets, with appropriately regular
reconciliation between system records
and the actual Reserve of Assets (e.g.
balances of the account or Wallet
holding the Reserve of Assets). Such
reconciliation must be done at least on a
daily basis and reported to the Central
Bank daily;

b) a monthly audit by an External Auditor,

who is not an officer or employee of the

Payment Token Issuer or an officer or

employee of another company or

undertaking in its Group, to confirm that,
during the course of the preceding
month, the value of its Reserve of Assets
amounted at all times at least to the total
Fiat Currency face value of Payment
Tokens in circulation; and

effective internal control measures and
procedures, which constitute an integral
part of the Licensee’s or Registree’s
overall robust internal control system, to
protect the Reserve of Assets from
possible  misappropriation and all
operational risks, including the risk of
theft, fraud and misappropriation.
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Article (23) Safequarding of Payment Tokens
held in relation to the performance of
Payment Token Custody and Transfer

1. Payment Token  Custodians and a8l 3oy U35y dad> sbiel Jo Cm 1

Transferors must keep Customer Payment
Tokens in a separate Wallet from any
Wallet that it uses to hold any other Virtual
Assets.
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CBUAE Classification: Public

2. A Wallet in which Customer Payment
Tokens are placed under Article (23)1
must:

a) be designated as a Wallet held for the
purpose of safeguarding or holding
Customer  Payment  Tokens in
accordance with this Regulation; and

b) be used only for holding those Customer
Payment Tokens.

3. No person other than the Customer may
have any interest in or right over the
Customer Payment Tokens placed in a
Wallet in accordance with Article (23)1.

4. The Payment Token Custodian and
Transferor must keep a record of any
Customer Payment Tokens segregated in
accordance with Article (23)1.
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CBUAE Classification: Public

PART 7 Ll £
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Article (24): Anti-Money Laundering and
Combating the Financing of Terrorism and
Ilicit Organizations

This Article (24) applies to an AML
Obligor in addition to, and without
prejudice to, that AML Obligor’s
obligations under other applicable UAE
AML/CFT laws and regulations, including
but not limited to the AML Law.

AML Obligors must comply with relevant
and applicable UAE AML/CFT laws and
regulations, address money laundering and
terrorist ~ financing  risks  through
appropriate preventive measures to deter
abuse of the sector as a conduit for illicit
funds, detect money laundering and
terrorist financing activities and report any
suspicious transactions to the Financial
Intelligence Unit at the Central Bank.

AML Obligors must have comprehensive
and effective internal AML/CFT policies,
procedures and controls in place.

AML Obligors shall be prohibited from

invoking  banking, professional  or
contractual secrecy as a pretext for
refusing to perform their statutory

reporting obligation in regard to suspicious
activity.

Payment Token Services shall be
considered to carry high money laundering
and terrorist financing risk due to their
speed, anonymity and cross-border nature.

AML Obligors must identify, assess, and
understand the AML/CFT risks to which
they are exposed and conduct enterprise-
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CBUAE Classification: Public

10.

level and business relationship-specific
risk  assessments.  Accordingly, all
AML/CFT CDD, monitoring and controls
must be risk-based and aligned to the risk
assessments.

AML Obligors shall undertake an
AML/CFT risk assessment and take
appropriate measures to manage and
mitigate the identified risks in accordance
with applicable legal and regulatory
requirements. AML Obligors shall comply
with the FATF Guidance for a Risk-based
Approach to Virtual Assets and Virtual
Assets Service Providers, as may be
supplemented from time to time, or any
related standards or guidance in assessing
and managing risks in Payment Token
Services.

AML Obligors shall undertake periodic
risk profiling of Customers and assessment
based on the AML/CFT requirements.

AML Obligors shall assess whether a
business relationship presents a higher
money laundering and terrorist financing
risk and assign a related risk rating. AML
Obligors shall be prohibited from dealing
in any way with shell banks or other shell
financial institutions and from establishing
or maintaining any business relationship or
conducting any Payment Token Services
under an anonymous or fictitious name or
by pseudonym or number.

AML Obligors shall ensure that their CDD
models are designed to address the specific
risks posed by a Customer profile and
Payment Token or Payment Token Service
features. AML Obligors shall be
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CBUAE Classification: Public

11.

12.

13.

prohibited  from  establishing  or
maintaining any business relationship with
a Customer or performing any Payment
Token Services for a Customer in the event
that they are unable to complete adequate
risk-based CDD measures for any reason
for that Customer.

AML Obligors must undertake CDD
measures concerning Wire Transfers as
stipulated in the relevant provisions of the
AML Law if Wire Transfer services are
provided by the AML Obligor. AML
Obligors must introduce appropriate
systems for screening, as part of the CDD
process, on all parties involved in a
transaction against all applicable sanction
lists (including the UN sanction lists and
the names contained in the ‘search
notices’/’search and freeze notices’ issued
by the Central Bank).

If AML Obligors conduct Wire Transfers,
they must take freezing action and prohibit
conducting transactions with designated
persons and entities, as per the obligations
set out in the Central Bank’s Notice
103/2020 on the Implementation of United
Nations Security Council (UNSC) and the
UAE Cabinet Resolutions regarding
UNSC and Local Lists, as amended from
time to time.

AML Obligors must also be guided by
FATF  Standards on  anti-money
laundering and countering the financing of
terrorism and proliferation. AML Obligors
must incorporate the regular review of
AML/CFT trends and typologies into their
compliance training programmes as well
as into their risk identification and
assessment procedures.

Risk Factors

60

2o Jos 8o I e Blaxdl gl sLad) Jlgadl
sy &édﬂ)’ﬁ») Olods (0 (_“ST ;\.3131 Jon]|
Gl Wlshyz] JWS| e 0ghid pae A &
Y el N [blseadl e doslal duxrlgll

Sl (o e

Jigedl Juud dgzlgnr cposlall e .11
G lewd Juaalb duz gl dpliall Oilely] Sl
ale poguaiall gl e ddrasll wDbgmill
Jut dgzlse 0936 o dall I3 o8I 4
o0 sl gl Gleds 393 65 13] JIgadl
de o Jlsdl Juus dgzlsar p3lall Jid
Lobail @5 JIgedl Juuk dgzlger cmoslel!
Aol Bl Ades oy 5528 (amall duwlio
dolan 3 ASHliadl BLLYI auexr de Guais
els 3 ) didaall Wlsaall (5198 amxr L
& Bylg) slawlg Bamiall @aYI ibigde (3lgd
"dezdlly Eodl hladl/Eodl ollai)"

(855500l G paall e ol

shrl Jlgedl Juut dgzlgnn caphell plB13].12
Olslyz] SR egale Consd ddpane WDbgs
0ol pe el slyz] Slasg Azl
e gl Ol (adg dodsadl UL
2020/103 08 &35yl paall jlas] § lgpke
oSl Rl ol Gulme @IS dads olay
OhleYl Dgs 3 £lyjg)l pudame hly39 8ol
0o Wl 5l Gudare olaw Busiell doyall
Cd9 oo L@dbuady cddoall @3lgally Suseiall

B

Jigadl Juuk dgzrlgns onaslell do cnan .13
Ol JWI Josdl degazme sulaos slaiudl
CLyYl hged ddBe/Jlgdl Juut dgzlge
de e dolad) Hled) Al HLassl aieg
daxlyall s JIgYl Jut dgzlgen onoslel!
gl Juus dg=lg0 blaily ol g dalaiiell
JLaedl e oyl ol 3 Gyl Jagaly

Lgotily ylolseall oo wlsly] (3 liSy

2o Jolge



CBUAE Classification: Public

14. In assessing the risk associated with a
Payment Token or Payment Token Service
for the purposes of Article (24)6, 7, 10 and
13, AML Obligors must take into account
the following risk factors:

31 &éJJ\ 9oy Mﬂ\;bb’uﬂ W" Qe .14
10979 6 (24) skl (51,Y adul jg0) dous-
Jlgedl Juud dgrlgar cnaplall de o 139

:AIWI ezl Jalge Blelye

a)

b)

d)

maximum stored value or transaction
amount of the Payment Token Service or
Wallet — Payment Token Services or
Wallets which enable higher transaction
values or higher maximum stored value
may increase the money laundering and
terrorist financing risk;

methods of funding — Payment Token
Services or Wallets that can be funded by
cash or with little or no audit trail present
a higher money laundering and terrorist
financing risk. Funding from unverified
sources or via other payment methods
without Customer identification can also
create  an  anonymous  funding
mechanism and hence present higher
money laundering and terrorist financing
risks;

cross-border usage in  general,
Payments Tokens and Payment Token
Services providing for cross-border
usage may increase the risk as
transactions may be subject to different
AML/CFT requirements and oversight in
other jurisdictions and also give rise to
difficulties with information sharing;

person-to-person fund transfer function —
Payments Tokens and Payment Token
Services that allow person-to-person
fund transfers may give rise to higher
money laundering and terrorist financing
risks;

cash withdrawal function — Payments
Tokens and Payment Token Services that
enable access to cash for instance
through automated teller machine
networks may increase the level of
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CBUAE Classification: Public

money laundering and terrorist financing

risk;
f) holding of multiple Wallets — Payment
Token Services that allow a Customer to
hold more than one Wallet may also
increase the money laundering and
terrorist financing risk as it may be
utilized by a third-party user other than
the Customer;

g) payment for high-risk activities — some
Merchant activities, for example,
gaming, present  higher  money
laundering and terrorist financing risks.

15. The money laundering and terrorist
financing risks of a Payment Token or
Payment Token Service can be reduced by
implementing risk mitigating measures,
which may include:

a) the application of limits on the maximum
storage values, cumulative turnover or
transaction amounts;

b) disallowing higher risk funding sources;

c) restricting the Payment Token Services
from being used for higher risk activities;

d) restricting higher risk functions such as
cash access; and

(e) implementing measures to detect multiple
Wallets held by the same Customer or group
of Customers.

16. The level of money laundering and
terrorist financing risks posed by a
particular Payment Token or Payment

Token Service will depend on a
consideration of all risk factors, the
existence and effectiveness of risk
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CBUAE Classification: Public

17.

mitigating and their

functionality.

measures

AML Obligors must assess whether a
business relationship with a Customer
presents a higher money laundering and
terrorist financing risk and assign a related
risk rating. Generally, the Customer risk
assessment will be based on the
information  collected  during  the
identification stage and subsequently
updated as new information becomes
available through ongoing due diligence
and transaction monitoring. AML
Obligors must ensure that their CDD
models are designed to address the specific
risks associated to its Customer profile and
Payment Token or Payment Token Service
features.

Compliance management arrangements

18.

19.

AML Obligors must have appropriate
compliance management arrangements
that facilitate their implementation of
AML/CFT systems to comply with
relevant legal and regulatory obligations
and to manage money laundering and
terrorist  financing risks  effectively.
Compliance management arrangements
must at a minimum include oversight by
the AML Obligor’s Senior Management
and appointment of a compliance officer
and a money laundering reporting officer.

In addition, AML Obligors must put in
place comprehensive AML/CFT policies
and procedures in accordance with the
AML/CFT laws and regulations.

Use of technology

20.

The Central Bank supports innovative
means by which AML Obligors implement
AML/CFT systems effectively as well as
exploring the greater use of technology
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CBUAE Classification: Public

21.

22.

23.

and analytical tools. The Central Bank
expects AML Obligors, before introducing
any new product, service or technology, to
conduct adequate risk assessments and
ensure that any identified risks are
effectively managed or mitigated.

In general, the electronic Know Your
Customer process currently adopted by
licensed banks for digital onboarding of
Customers is acceptable for Wallet
opening and provision of Payment Token
Services. No physical face-to-face
meetings with the Customer or physical
documents verification are required so
long as the digital authentication of the
Customer and digital verification of all
required documents can be done in
accordance with the existing requirements
of the Central Bank.

Depending on the nature of relationship,
AML Obligors may undertake additional
CDD measures, including the collection of
sufficient information to adequately
understand the nature of the Customer’s
business. The extent of CDD measure
should be commensurate with the assessed
money laundering and terrorist financing
risks of the Customer.

Globally there is an emerging range of new
products and services involving Virtual
Assets. In line with the FATF standards,
before an AML Obligor offers any new
products relating to Virtual Assets, it must
undertake money laundering and terrorist
financing risk assessment and take
appropriate measures to manage and
mitigate the identified risks in accordance
with applicable legal and regulatory
requirements. AML  Obligors are
encouraged to refer to the suggestions
provided by the FATF Guidance for a risk-
based approach to Virtual Assets.
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CBUAE Classification: Public

olnd bl e @Sl el ola JWJI
s 6V JguoY!
PART 8 RV e

Avrticle (25): Obligations Towards Customers edloatl olxd ol WY 1(25) Balad!

1. Licensees and Registrees must be operated
prudently and with competence in a
manner that will not adversely affect the
interests of their Customers.
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a) In addition, Licensees and Registrees
must also observe and comply with the
relevant regulatory requirements and

08 pasyell e o aelld Jl 8L (1)
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b)

standards on consumer protection of the
Central Bank, including all relevant
provisions of the Consumer Protection
Regulation.

For the avoidance of doubt, in case of
discrepancies between this Regulation
and the Consumer Protection Regulation,
the respective provisions of the
Consumer Protection Regulation shall
prevail.

2. Licensees and Registered Payment Token
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Payment Token Services; and -
b) in the event that a “fork” or similar event (535 dliw a9l "aludsI" Al> (§ (L)

results in the creation of two or more
versions of a Payment Token, treat any
one version of each Payment Token
presented by a Customer as being equal
to any other version of the same type of
Payment Token and as if it were the
version of the Payment Token to which
its Payment Token Service applies.
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3. Licensees and Registrees must ensure that
their business is operated in a responsible,
honest and professional manner. Licensees
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CBUAE Classification: Public

and Registrees must treat all Customers, as
well as merchants, equitably, honestly and
fairly at all stages of their relationship with
the Licensee or Registree. Licensees and
Registrees must also act in a manner that
will not adversely affect the interests of
their Customer.

Licensees and Registered Payment Token
Conversion Providers must be responsible
for the acts or omissions of their Senior

Management, employees, service
providers and Agents in respect of the
conduct of its business.  Senior

Management, employees and Agents of
Licensees and Registered Payment Token
Conversion Providers must be properly
trained and qualified.

Licensees and Registered Payment Token
Conversion Providers must ensure that
they adopt and, if needed, develop good
business practices that can demonstrate
their standard of conduct, including as
follows:

a) Due diligence must be performed by
Licensees and Registered Payment
Token Conversion Providers to ensure
that all promotional materials it issues
are accurate and not misleading;

b) Licensees and Registered Payment

Token Conversion Providers may use

their websites and mobile apps to

provide links to other online merchants.

Before providing such links, the

Licensee or Registered Payment Token

Conversion Provider must carry out due

diligence on the merchants to ascertain

they are bona fide companies conducting
legitimate business so as to manage
reputational risk;

c) Websites or apps of Licensees and
Registered Payment Token Conversion
Providers may only provide hyper-links
to other websites that offer advisory
and/or sale of Payment Token Services,
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CBUAE Classification: Public

d)

or financial products and services, if the
arrangements comply with all relevant
legal and regulatory requirements. The
Central Bank may require that the
Licensee or Registered Payment Token
Conversion Provider obtain a legal
opinion  assessing  whether  such
arrangements comply with all relevant
legal and regulatory requirements; and

Licensees and Registered Payment
Token Conversion Providers shall
adhere to such other disclosure or
customer communications requirements
as the Central Bank may direct in
CBUAE Regulations from time to time
or otherwise require.

Article (26): Payment Token White Papers

1. Obligation to publish a White Paper

a)

No Payment Token Issuer shall perform
Payment Token Issuing with respect to a
Payment Token unless that Payment
Token Issuer has:

(1) produced a White Paper in respect of that
Payment Token;

(2) submitted the White Paper to the Central
Bank;

(3) received the Central Bank’s acceptance of
the White Paper; and

(4) published the White Paper,

in accordance with this Article (26).

b)

The Central Bank may publish a White
Paper with respect to a particular
Payment Token on its website, in which
case any Payment Token Issuer which
publishes a web-link to the White Paper
on the Central Bank website shall be
deemed to have complied with Article
(26)1(a).
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CBUAE Classification: Public

2.

VI.

VIL.

VIII.

Content and form of the White Paper

a) A White Paper shall contain, insofar as it
is relevant to each Licensee or
Registered Foreign Payment Token
Issuer, a detailed description of all of the
following:

. the Payment Token Issuer;

. the type of Payment Token that will be

offered to the public;

the number of Payment Tokens that will be
issued and the issue price;

the rights and obligations attached to the
Payment Token and the procedures and
conditions for exercising those rights;

. information on the underlying technology

and standards applied by the Payment
Token Issuer when allowing for the holding,
storing and transfer of those Payment
Tokens;

the risks relating to the Payment Token
Issuer issuing Payment Tokens, the
Payment Tokens, the offer to the public, and
other disclosures that the Central Bank may
specify;

the Payment Token Issuer’s governance
arrangements, including a description of the
role, responsibilities and accountability of
the third-parties responsible for operating,
investment and custody of the Reserve of
Assets, and, where applicable, the
distribution of the Payment Tokens;

the constituent parts of the Reserve of
Assets held by the Licensed Payment Token
Issuer or similar reserve held by a
Registered Foreign Payment Token Issuer;
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CBUAE Classification: Public

IX. the custody arrangements for the Reserve of

XI.

XII.

Assets or similar reserve held by a
Registered Foreign Payment Token Issuer,
including but not limited to the relevant
segregation and safeguarding measures;

. information on the nature and enforceability

of rights, including any direct redemption
right or any claims that holders of Payment
Tokens may have on the Reserve of Assets
(or other reserve held by a Registered
Foreign Payment Token Issuer) or against
the Payment Token Issuer issuing the
Payment Tokens, including how such rights
may be treated in insolvency procedures;

information on the permitted use of a
Payment Token and any restrictions on its
use including having regard to Article (2)
and Article (12); and

any such other matters as the Central Bank
may direct from time to time.

b) The White Paper shall be fair, clear and
not misleading, and shall be presented in
a concise and comprehensible form.

c) The White Paper shall be drafted in both
Arabic and English.

d) The White Paper shall contain an
attestation by the Board of the Payment
Token Issuer of the White Paper’s
completeness and accuracy.

e) The White Paper shall prominently
contain the following statement:

“The Central Bank of the UAE is not
responsible for determining the accuracy or
completeness of this White Paper. The
Central Bank of the UAE’s review and
acceptance of this White Paper does not
constitute an endorsement of the Payment
Token or Payment Token Issuer to which it
relates, or of the accuracy or completeness
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CBUAE Classification: Public

of any information or statements in this
White Paper.”

f) The White Paper shall be dated,
including with the date of the application
of any update to the White Paper.

In good time before a Licensed Payment
Token Issuer enters into a Customer
Agreement, or a Registree enters into an
agreement with a Customer relating to a
Payment Token, it must (subject to
Article (26)5) provide a copy of or web-
link to the White Papers of all Payment
Tokens to which the Customer has
access pursuant to the Customer
Agreement.

9)

3. Updates

A Payment Token Issuer must (subject to
Article (26)5) without delay update any
White Paper it has previously produced to
reflect:

a) any material change to the information in
the White Paper; or

b) any material addition that it would be
appropriate to make to the White Paper
in order to reflect any changes in the
arrangements or circumstances relating
to its Payment Tokens or Payment Token
Issuing.

4. Audit

A Payment Token Issuer must procure an
audit of a White Paper by an External
Auditor, who is not an officer or employee
of the Payment Token Issuer or an officer or
employee of another company or
undertaking in its Group, to confirm that the
form and content of the White Paper
complies with all applicable requirements of
Avrticle (26)2(a) to (f).
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5. Notification of the White Paper

a) A Payment Token Issuer must submit a
White Paper to the Central Bank for
review and acceptance before it sells or
transfers the Payment Token to any
Person in the UAE (excluding a Person
in a Financial Free Zone).

1.The Payment Token Issuer must, at the
time when it submits a White Paper to the
Central Bank, also submit the audit report of
that White Paper, referred to in Article
(26)4, to the Central Bank for review.

2.1f the Central Bank accepts the White
Paper, the Payment Token Issuer must
publish the White Paper on a publicly and
freely accessible website at least 7 days in
advance of the Payment Token becoming
available for sale or transfer to Persons in
the UAE (excluding a Person in a Financial
Free Zone).

3.If the Central Bank declines to accept the
White Paper the Payment Token issuer may
resubmit an updated White Paper for
approval under this Article (26)5(a).

b) If a Payment Token Issuer desires to
amend (including, for the avoidance of
doubt, making additions), or is required
to amend, the White Paper previously
submitted in accordance with Article
(26)5(a), it must submit the amendments
to the White Paper, and an audit report of
the amended White Paper conducted in
accordance with Article (26)4 to the
Central Bank for review and acceptance
before making the amendments. If the
amendments are urgent, the Payment
Token Issuer shall prominently bring the
urgency to the attention of the Central
Bank.

(1) If the Central Bank accepts the
amendments, the Payment Token Issuer
must publish the White Paper on a publicly
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CBUAE Classification: Public

and freely accessible website at least 14
days in advance of such amendment taking
effect unless the Central Bank requires or
agrees to a shorter period.

(2) If the Central Bank declines to accept the
amendments the Payment Token issuer may
resubmit an updated White Paper for
approval under this Article (26)5(b).

c) The Central Bank shall not be
responsible for determining the accuracy
or completeness of a White Paper. The
Central Bank’s review and acceptance of
the White Paper shall not constitute an
endorsement of the Payment Token or
Payment Token Issuer to which it relates,
or of the accuracy or completeness of any
information or statements in the White
Paper.

6. Liability for White Papers

a) A Payment Token Issuer shall be liable
for and shall compensate a Customer
within at least 28 calendar days for any
and all loss or damage caused to a
Customer arising from a material
misstatement in a White Paper which it
has published, except to the extent that
any UAE law or regulation prevents the
payment or provision of compensation to
that Customer by the Payment Token
Issuer. Any contractual exclusion or
limitation of civil liability as referred to
in this paragraph shall be deprived of
legal effect.

b) In addition, the Central Bank may
consider conducting an investigation and
taking enforcement action against any
misstatement in the White Paper.

c) The Central Bank shall not be liable to
Customers or other Persons for the
contents of any White Paper that it has
accepted.
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7. Exemptions wihelecyl.7

The Central Bank may, at its discretion, slac) copuai lady (Sl paell oo

exempt a Payment Token Issuer from one or
more of the requirements in this Article (26)
if equivalent documentation has been
published, or obligations complied with,
pursuant to regulation issued by SCA or any
Local Licensing Authority.

Article (27): Customer Agreement

In this Article (27), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

A Payment Token Service Provider shall:

a) set out in the Customer Agreement the
terms and conditions governing their
contractual relationship  with each
Customer, including the terms required
under Article (28), sufficiently in
advance of entering into the contractual
relationship as to allow the Customer to
make an informed decision; and

b) provide each Customer and
Tokenholder with a copy of the
Customer Agreement, at their request at
any time in writing and delivered as per
the Customer’s or Tokenholder’s
preference, including through an e-mail,

mobile application or any other
electronic manner.
The Customer Agreement (and any

changes to it) referred to in Article (27)2
shall be written in a clear, plain and
understandable language, in a manner that
is not misleading and shall be provided to
the Customer in both Arabic and English,
as may be requested by the Customer.

Any changes to the Customer Agreement
referred to in Article (27)2 shall be
communicated to the Customer and
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CBUAE Classification: Public

Article (28):

Tokenholder by the Payment Token
Service Provider sufficiently in advance
and at least 30 calendar days prior to any
such change becoming effective.

A Customer or Tokenholder shall be
entitled to terminate its Customer
Agreement with a Payment Token Service
Provider at no charge where it does not
agree with the revised terms and
conditions referred to in Article (27)4.

The rights and obligations set out in a
Customer Agreement shall apply as
between a Payment Token Issuer and each
Tokenholder, whether or not the Payment
Token Issuer is aware of the identity of the
Tokenholder or has made any
arrangements with the Tokenholder,
subject to any UAE laws which would
prevent the Payment Token Issuer from
performing its obligations under a
Customer Agreement for that
Tokenholder.

Required Terms and Pre-

Y By dladl de go Jud (4S5 Ly 2(27) 8ol 3
Sladl 7,6 oo logy 30 oy J&5

A1 clgs] @dl jg0) Jol> ol Juonld 320 .5
P9) &l Oga 28I Hg0) dods 3950 pe Juon!
pBYly by &l e dadlgall pue Al 3

4(27) 8ol é g Lol duaall

A3l (3 dusedl LUl Geisll (3ai3.6
J90 Jel> (9 28l j50) sdah p Jsead!
Lo ple e B3l j50) yduah OF slges (ado
23S cdae 0Ly b pl o adl 90y Jul>
Buswiedl doyall WhLYl § oniled Y i)l
gy Ll elol @3l 90y ssad de jlaxs

i 23l Jga) Jolg Juonll 450!

Ologlaally dglhadll bg &d1 :(28) dolll

Contractual Information

1.

In this Article (28), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

A Payment Token Service Provider shall
include the following terms in, and
information  with, its  Customer
Agreement, and must provide them to the
Customer before the provision of any
services:

a) schedule of fees, charges and
commissions, including redemption fees,
conversion rates and withdrawal charges,
where applicable;

b) contact details of the Payment Token
Service Provider, including legal name
and registered address, and including the
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name and address of any Agent where
applicable;

the form and procedure for giving
consent to the initiation, facilitation,
effecting or directing by a Payment
Token Service Provider as part of its
Payment Token Service; of a Payment
Token Transfer and for the withdrawal of
such consent;

d) the communication channel between the

e)

f)

Payment Token Service Provider and the
Customer,

the manner of safeguarding of Payment
Tokens as per Article (23);

the manner and timeline for notification
by the Customer to the Payment Token
Service Provider in case of Unauthorized
Payment Token Transfers or incorrectly
initiated, facilitated, effected or directed
Payment Token Transfers;

g) the Payment Token Service Provider’s

and Customer’s or Tokenholder’s
liability for Unauthorized Payment
Token Transfers;

h) information relating to terms under

i)

)

which a Customer may be deemed to
have accepted changes to the Customer
Agreement, the duration of the Customer
Agreement and the rights of the parties to
terminate the Customer Agreement;

the service level for the provision of the
Payment Token Service; and

information on the Payment Token
Service Provider’s complaint procedure.

Article (29): Transactional Information
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1.

In this Article (29), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

Payment Token Service Providers shall
provide Customers with a written or an
electronic statement of the Payment Token
Transfers initiated, facilitated, effected,
directed or received by a Payment Token
Service Provider under a Customer
Agreement at least once per month free of
charge. The statement shall include details
of (insofar as relevant) the amounts, fees,
charges and commissions, the dates and
times of performance and the reference
numbers for each Payment Token
Transfer.

Immediately after the receipt of an
instruction for initiation, facilitation,
effecting or directing of a Payment Token
Transfer, the Payment Token Service
Provider of the Payer shall provide a
receipt for the Payer with the following
information insofar as relevant:

successful
of

a) confirmation of the
unsuccessful  performance
Payment Token Transfer;

or
the

b) acknowledgement and reference number
to track the status of the Payment Token
Transfer, including:

(i) the date, time and amount of the
Payment Token Transfer; and

(i) information relating to the Payee;

c) the amount of the Payment Token
Transfer, any related fees or charges,
including any actual currency and
conversion rates used, and withdrawal
charges, where applicable; and
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d) the date and time on which the Payment
Token Service Provider received the
instruction for the Payment Token
Transfer.

4. The Payee’s Payment Token Service

Provider shall, immediately after receipt of
a Payment Token Transfer, provide to the
Payee with a statement with the following
information insofar as relevant:

a) reference enabling the Payee to identify
the Payment Token Transfer and, where
appropriate, the Payer and any
information  transferred  with  the
Payment Token Transfer;

b) the amount of the Payment Token
Transfer in the currency in which the
Payment Token is denominated;

c) the amount of any fees or charges for the
Payment Token Transfer payable by the
Payee;

d) where applicable, the currency exchange
rate used in the Payment Token Transfer
by the Payee’s Licensed Payment Token
Service Provider; and

e) the date and time on which the amount of
a Payment Token Transfer is received
into the Payee’s Wallet.

5. The Payer’s Payment Token Service

Provider shall ensure that instructions for a
Payment Token Transfer are accompanied
by the necessary information so that they
can be processed accurately and
completely, and also, be easily identified,
verified, reviewed, audited and for any
subsequent investigation if needed.

The Payee’s Payment Token Service
Provider shall implement procedures to
detect when any necessary information is

7

3950 4 AU gl c3glly Foyll (3)
J50 Beod Oladad a8l jge) deds
PR

4 Eodell g3l 390y dads 3930 e o 4
4 goduall pudy Of @bl g0y g5 pliel 593
1A Ologlaall e g Bly

e st n 4 Esiall s gy ()
Sy &é\u\J\ cé,«.]a.u Ladu=9 cé‘).ﬂ\j}n) dﬂ)}‘:fj
I3 b9 dides re Wbyl ot Ologlas

fé‘).ﬂ\

dogliall dlanlly a8l j90) Jog=5 fae ()
a8l S0y eud

J3955 dden) S of pows) A 3s ()
‘dl &9_9.,\.0.]\ L@load.g &3&”)}&)

C))Lwd‘ df,a B2 cc-L,Zﬁé)” s (3)
354.] &9.9.).9” &éJJ‘jjﬁ) dods e..\fqu?

o Pl 48 iy (SN 3419 oyl (2)
godtall dladazo J) a8l g0y L1955 dules
.4

&éldﬂ cédJ\ j}n) dous d93e Lﬁl'c (3 .5
dgmsne g3l 90) 19265 Wloalad O ¢ye US|
By gzl oS o Al Sloglasll
lgo 3axilly lgde Byadl GliSy (ol
o313 3>Y (34855 (Sl ely2]9 LgBadubg Lginzrlye

oYl

pas 9l JlaiSl pus e CaasSl lsly] dpis
23 gy Josmid Aoy laglaall 485



CBUAE Classification: Public

Article (30):

missing or inaccurate for a Payment Token
Transfer.

Protection of Payment and

Personal Data

1.

3.

A Licensed Payment Token Service
Provider shall have in place and maintain
adequate policies and procedures to
protect Personal Data received or held by
the provider and identify, prevent and
resolve any data security breaches.

Licensed Payment Token  Service
Providers may disclose such Personal Data
to:

a) athird party where the disclosure is made
with the prior written consent of the
Customer or is required pursuant to
applicable laws;

b) the Central Bank;

c) other regulatory authorities upon
request/following prior approval of the
Central Bank;

d) a court of law; or

e) other government bodies who have
lawfully authorized rights of access.

In addition to the disclosures envisaged in
Article (30)2, Licensed Payment Token
Service Providers may also disclose
Personal Data to the corresponding Data
Subject.

Licensed Payment Token  Service
Providers shall have in place and maintain
Personal Data protection controls.
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5. Personal

Article (31):

CBUAE Classification: Public

Data shall be stored and
maintained in the UAE unless otherwise
approved by the Central Bank. Licensed
Payment Token Service Providers must
also establish a safe and secure backup of
all Personal Data in a separate location for
the required period of retention of five (5)
years.

Licensed Payment Token Service
Providers shall comply with applicable
legal and regulatory requirements and
standards on data protection, including as
set out in or pursuant to the Consumer
Protection Regulation. They shall control,
process and retain only Personal Data that
is necessary for the provision of Payment
Token Services and upon obtaining the
explicit consent of the Customer.

Liability for Unauthorized
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Payment Token Transfers and Refunds

1. A Payment

Token Custodian and
Transferor shall be fully liable for any
fraudulent or Unauthorized Payment
Token Transfer initiated, facilitated,
effected or directed by the Payment Token
Custodian and Transferor or otherwise
made from a Wallet maintained by the
Payment Token Custodian and Transferor,
whether before or after the Customer as
Payer informs the Payment Token
Custodian and Transferor of any potential
or suspected fraud, except where there is
evidence that:

a) the Customer acted fraudulently; or

b) the Customer acted with gross
negligence and did not take reasonable
steps to keep their Wallet safe.

2. The Payment Token Custodian and

Transferor shall refund the amount of the
Unauthorized Payment Token Transfer for
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CBUAE Classification: Public

Article (32):

which it is liable to its Customer and,
where applicable, restore the debited
Wallet to the state it would have been in
had the Unauthorized Payment Token
Transfer not taken place.

The Payment Token Custodian and
Transferor shall provide a refund under
Avrticle (31)2 as soon as practicable and in
any event no later than the end of the
Business Day following the day on which
it becomes aware of the Unauthorized
Payment Token Transfer.

Article (31)2 and Article (31)3 do not
apply where the Payment Token Custodian
and Transferor has reasonable grounds to
suspect that fraud or gross negligence as
referred to in Article (31)1 applies, and
notifies the Central Bank of those grounds
in writing.

Other than in relation to the circumstances
contemplated in paragraphs Article (31)2
to Article (31)4, on conclusion of an
investigation by a Payment Token
Custodian and Transferor into an error or
Complaint, a Payment Token Custodian
and Transferor shall pay any refund or
monetary compensation due to a Customer
within  (7) calendar days of such
conclusion or instruction. In case of a
delay in payment of any refund or
compensation, the Payment Token
Custodian and Transferor shall update the
Customer with the expected time for
crediting the amount due, along with a
justification for the delay.

Certainty of Transfers of

Payment Tokens

1.

Licensed Payment Token Issuers must
exercise prudence and due diligence in
their choice of Distributed Ledger
Technology for their Payment Tokens, to
ensure that the Distributed Ledger
Technology is technologically resilient,
secure and has a clear operating procedure
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CBUAE Classification: Public

in which Customers can identify and
understand the point at which a Payment
Token passes from one Wallet to another.
A copy of this due diligence must be
provided to the Central Bank as part of the
Licensed Payment Token Issuer’s
Application.

Licensed Payment Token Issuers must
specify, in their White Paper and Customer
Agreement, the point at which the lawful
power of disposal over a Payment Token
transfers from a sending Tokenholder to a
receiving Tokenholder in a Payment
Token Transfer. This must be specific to
the Distributed Ledger Technology of the
Payment Token.

A Person may provide evidence to a
Licensed Payment  Token  Issuer
demonstrating that, but for a ‘fork’, error
or similar failure in the operation of the
Distributed Ledger Technology of a
Payment Token, they would be the
Tokenholder of that Token, in which case
the Licensed Payment Token Issuer shall
give them the same rights of redemption as
are given to a Tokenholder pursuant to
Article (21).

A Licensed Payment Token Issuer must
include a warning in the White Paper and
Customer Agreement for each Payment
Token that they issue, that:

a) there is always a risk that a Payment
Token Transfer may fail or be reversed
or unwound as a result of the operation
of the Distributed Ledger Technology,
and that anyone who believes they are
the victim of a failed or unwound transfer
must contact the Payment Token Issuer
which issued that Payment Token to
ensure that they are compensated in
accordance with Article (32)3; and

b) the Licensed Payment Token Issuer has
no control over the time that a Payment
Token Transfer may take to complete on
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CBUAE Classification: Public

1.

the Distributed Ledger Technology, and
that (aside from their obligation to
submit a Payment Token Transfer to the
Distributed Ledger Technology for
execution) they are not responsible for
ensuring that a Payment Token Transfer
completes within a specific time-period.
Nevertheless a comprehensive audit trail
must be made available to the Customer.

PART 9

Article (33): Corporate Governance

In this Article (33), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

A Payment Token Service Provider must
have and maintain effective, robust and
well-documented corporate governance
arrangements,  including a  clear
organizational structure with well-defined,
transparent and consistent lines of
responsibility.

The corporate governance arrangements
referred to in Article (33)2 must be
comprehensive and proportionate to the
nature, scale and complexity of the
Payment Token Services provided, and
shall contain, at a minimum:

a) an organization chart showing each
division, department or unit, indicating
the name of each responsible individual
accompanied by a description of the
respective function and responsibilities;

b) controls on conflicts of interest;

c) controls on integrity and transparency of
the Licensed Payment Token Service
Provider’s operations;

d) controls to ensure compliance with
applicable laws and regulations;
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CBUAE Classification: Public

e) methods for maintaining confidentiality
of information; and

f) procedures for regular monitoring and
auditing of all corporate governance
arrangements.

Article (34): General Risk Management &

9 S loglaall L e Llaxl 3,1 (2)

e (§)90 GONY ddlyel Wlely=] (9)

LB dalaily dolall Jolseal! 8y10] :(34) 3ol

Internal Control Systems

1. In this Article (34), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

2. A Payment Token Service Provider must
have and maintain  robust and
comprehensive policies and procedures to
identify, manage, monitor and report the
risks arising from the provision of
Payment Token Services to which it is or
might become exposed, and adequate
internal control mechanisms, including
sound administrative and accounting
procedures.

A Payment Token Service Provider’s risk
management policies and procedures shall
be:

a) kept up-to-date;
b) reviewed annually; and

C) proportionate to the nature, scale and
complexity of the Payment Token
Services provided.

4. A Payment Token Service Provider must
establish a risk management function, an
internal audit function and a compliance
function.

Capital adequacy and capital planning
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CBUAE Classification: Public

5. A Payment Token Service Provider must

implement an effective process for
managing its capital adequacy. This
process must monitor capital adequacy
over time and include forward-estimations
of the level of capital and the capital
requirement, and ensure that the Payment
Token Service Provider at a minimum
complies at all times with the capital
requirements set out in this regulation.

Liquidity risk management

6. A Payment Token Service Provider must

establish and implement an effective
process for managing liquidity risk that is
appropriate for the size and complexity of
its operations. The objective is to ensure
that the Payment Token Service Provider
will have sufficient liquidity to meet
different financial obligations arising from
its day-to-day operations as well as
redemption requests under all plausible
circumstances.

Internal controls
7. A Payment Token Service Provider must

put in place a robust internal control
system to promote effective and efficient
operation, safeguard assets, provide
reliable  financial and management
information, enable prevention or early
detection of irregularities, fraud and errors,
and ensure compliance with relevant
statutory and regulatory requirements and
internal policies.

A Payment Token Service Provider must
put in place a comprehensive business
strategy and plan, including details on the
strategic goals and roadmap. A business
plan must normally cover proposed
business in terms of geographical scope of
operations, target markets and Customer
breakdown, client types and base size,
product and services offering, delivery
channels, pricing strategy, and promotion
and marketing activities.
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CBUAE Classification: Public

Accounting and External Audit

9.

10

11.

A Payment Token Service Provider must
appoint one or more External Auditor(s) to
audit, on an annual basis:

a) the financial statements or consolidated
financial statements of the Payment
Token Service Provider prepared in
accordance with the accepted accounting
standards and practices; and

b) the systems, controls and technology
(including any ‘smart contracts’) of the
Payment Token Services provided by the
Payment Token Service Provider,
including the results of any penetration
or cyber-attack simulation testing
performed pursuant to Article (35)17,
separately from any audit of non-
Payment Token Services.

. Upon request by the Central Bank, the

appointed External Auditor shall submit,
directly or through the Payment Token
Service Provider, a report of the audit in a
form and within a timeframe acceptable to
the Central Bank.

In addition to the report of audit, the
Central Bank may request the External
Auditor to:

a) submit any additional information in
relation to the audit, if the Central Bank
considers it necessary;

b) enlarge or extend the scope of the audit;

C) carry out any other examination.

Compliance and internal audit functions

12

. A Payment Token Service Provider must

maintain effective compliance and internal
audit functions; to ensure compliance with
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CBUAE Classification: Public

all applicable legal and regulatory
requirements as well as its own policies,
procedures and controls. Among other
factors, the quality of a Payment Token
Service Provider’s compliance and
internal audit functions will be assessed by
the Central Bank based on its:

a) clear governance framework with Board
level accountability to ensure effective
policies and sufficient authorities to
perform the functions;

b) relevant professional knowledge and
experience;

c) independence from business units;

d) direct and unfettered access to the Board;

e) coverage, comprehensiveness  and
effectiveness of compliance and internal
audit programs; and

f) ability to take timely and pro- active
rectifying actions upon identifying non-
compliance or other control deficiencies.

13. A Payment Token Service Provider must

at least annually perform a risk assessment
by its own risk management.

a) If the results of the risk assessment
suggest that a detailed independent
assessment is necessary, the Payment
Token Service Provider must conduct
such assessment and cover the following
key areas:

(i) business model assessment;

(i) corporate governance and risk
management;

(iii) Reserve of Assets management;
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CBUAE Classification: Public

(iv) technology risk management;
(v) security management;
(vi) business continuity management;

(vii) business conduct and consumer
protection;

(viii) business exit plan; and

(ixX) AML/CFT controls systems.

b) If the Payment Token Service Provider
has an independent function elsewhere in
its Group, with the relevant knowledge
and experience, an independent
assessment can be conducted by its
internal ~ function.  Otherwise the
assessment must be carried out by an
independent third party.

14. A Payment Token Service Provider must
submit any assessment under Article
(34)13 to the Central Bank after it has been
approved by the Board, accompanied by
an executive summary highlighting the
key risks, most important findings and the
actions for rectifying the issues.

15. Arising from the findings of the annual
risk assessment, a Payment Token Service
Provider that is unable to meet its
obligations must immediately report this to
the Central Bank.

Reputation Risk Management

16. A Payment Token Service Provider shall
establish and implement an effective
process for managing reputational risk that
is appropriate for the size and complexity
of its operations.

Record Keeping
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CBUAE Classification: Public

17. Payment Token Service Providers shall

Article

keep all necessary records of Personal
Data and Payment Data for a period of five
(5) years from the date of receipt of such
data, unless otherwise required by other
applicable laws or the Central Bank.

(35): Technology Risk and

Information Security

1.

In this Article (35), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

Payment Token Service Providers are
expected to take into account international
best practices and standards when
designing and  implementing  the
technology and specific risk management
systems and processes.

A Payment Token Service Provider shall
establish an effective technology and
cyber  security  risk  management
framework to ensure the adequacy of IT
controls, cyber resilience, the quality and
security, including the reliability,
robustness, stability and availability, of its
computer systems, and the safety and
efficiency of the operations of Payment
Token Services. The framework shall be
fit for purpose and commensurate with the
risks associated with the nature, size,
complexity and types of business and
operations, the technologies adopted and
the overall risk management system of the
Payment Token Service Provider.
Consideration shall be given to adopting
recognized international standards and
practices when formulating such risk
management framework.

A Payment Token Service Provider’s
effective technology risk management
framework shall comprise proper IT
governance, a continuous technology risk
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CBUAE Classification: Public

management process and implementation
of sound IT control practices.

Payment Token Service Provider shall
apply and meet at a minimum the UAE
Information Assurance Standards, as
amended.

Licensed Payment Token Issuers must
maintain policies and procedures on how
to respond to ‘forking’ events or adverse
governance  actions  affecting  the
Distributed Ledger Technology in which
their Payment Tokens are issued, including
by establishing a process to ensure that
redemption rights are afforded in
accordance with Article (21)6(c), and to
prevent redemption by Persons who are
not Tokenholders. Such policies and
procedures must address each blockchain
in which a Payment Token is issued.

Licensed Payment Token Issuers which
hold any Payment Tokens which they have
issued (on their own behalf) must maintain
a safeguarding and security policy setting
out the manner in which the security of
those Payment Tokens shall be ensured.

IT Governance

8. A Payment Token Service Provider shall

establish a proper IT governance
framework. IT governance shall cover
various aspects, including a clear structure
of IT functions and the establishment of IT
control policies. While there could be
different constructs, the major functions
shall include an effective IT function, a
robust technology risk management
function, and an independent technology
audit function.

The Board, or a committee designated by
the Board shall be responsible for ensuring
that a sound and robust risk management
framework is established and maintained
to manage technology risks in a manner
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CBUAE Classification: Public

10

11.

that is commensurate with the risks posed
by the Payment Token Service Provider’s
Payment Token Services.

Security Requirements

. A Payment Token Service Provider must

clearly define its security requirements in
the early stage of system development or
acquisition as part of the business
requirements and these must be adequately
built-in during the system development
stage.

A Payment Token Service Provider that
develops or provides an application
programming interface  (API) shall
establish safeguards to manage the
development and provision of the API to
secure the interaction and exchange of data
between various software applications.

Network and Infrastructure Management

12

13.

14.

. A Payment Token Service Provider shall

clearly assign overall responsibility for
network management to individuals who
are equipped with expertise to fulfil their
duties. Network standards, design,
diagrams and operating procedures shall
be formally documented, kept up-to-date,
communicated to all relevant network staff
and reviewed periodically.

A Payment Token Service Provider shall
establish a security administration
function and a set of formal procedures for
administering the allocation of access
rights to system resources and application
systems, and monitoring the use of system
resources to detect any unusual or
unauthorized activities.

A Payment Token Service Provider shall
exercise due care when controlling the use
of and access to privileged and emergency
IDs. The necessary control procedures
include:
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CBUAE Classification: Public

a) changing the default password,;

b) implement strong password control, with
minimum password length and history,
password complexity as well as
maximum validity period;

c) restricting the number of privileged
users;

d) implementing strong controls
remote access by privileged users;

over

e) granting of authorities that are strictly
necessary to privileged and emergency
IDs;

f) formal approval by appropriate senior
personnel prior to being released for
usage;

g) logging, preserving and monitoring of
the activities performed by privileged
and emergency IDs (e.g. peer reviews of
activity logs);

h) prohibiting sharing of privileged
accounts;
1) proper safeguard of privileged and

emergency IDs and passwords (e.g. kept
in a sealed envelope and locked up inside
the data centre); and

J) changing of privileged and emergency
IDs’ passwords immediately upon return

by the requesters.

Cyber Security Risk

15. A Payment Token Service Provider shall
ensure that its cyber security risks are
adequately  managed  through its
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CBUAE Classification: Public

16.

17.

technology risk management process. The
Payment Token Service Provider shall also
commit adequate skilled resources to
ensure its capability to identify the risk,
protect its critical services against the
attack, contain the impact of cyber security
incidents and restore the services.

A Payment Token Service Provider shall
establish a cyber incident response and
management plan to swiftly isolate and
neutralize a cyber threat and to resume
affected services as soon as possible. The
plan shall describe procedures to respond
to plausible cyber threat scenarios.

A Payment Token Service Provider shall
regularly assess the necessity to perform
penetration and cyber-attack simulation
testing, based on a risk-based assessment
of the likelihood of a cyber-attack and its
impact (considering amongst other things
the size and nature of its business).
Coverage and scope of testing shall be
based on the cyber security risk profile,
cyber intelligence information available,
covering not only networks (both external
and internal) and application systems but
also social engineering and emerging
cyber threats. A Payment Token Service
Provider shall also take appropriate actions
to mitigate the issues, threats and
vulnerabilities identified in penetration
and cyber-attack simulation testing in a
timely manner, based on the impact and
risk exposure analysis. The Central Bank
may request evidence of the risk-based
assessment referred to in this paragraph,
and may direct that further or alternative
penetration and cyber-attack simulation
testing measures be adopted.

Customer Authentication

18.

A Payment Token Service Provider shall
select and implement reliable and effective
authentication techniques to validate the
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19.

identity and authority of its Customers or
Tokenholders. Multi-factor authentication
shall be required.

End-to-end  encryption  shall be
implemented for the transmission of
Customer passwords so that they are not
exposed at any intermediate nodes
between the Customer mobile application
or browser and the system where
passwords are verified.

Login Attempts and Session Management

20.

21.

A Payment Token Service Provider shall
implement effective controls to limit the
number of login or authentication attempts
(e.g. wrong password entries),
implementing time-out controls and
setting time limits for the validity of
authentication. If one-time passwords are
used for authentication purposes, a
Payment Token Service Provider shall
ensure that the validity period of such
passwords is limited to the strict minimum
necessary.

A Payment Token Service Provider shall
have processes in place ensuring that all
Payment Token Transfers occurring in the
context of its Payment Token Services are
logged with an appropriate audit trail.

Fraud Detection Systems

22.

Payment Transaction monitoring
mechanisms designed to prevent, detect
and block  fraudulent Payment
Transactions must be operated by a
Payment Token Service Provider, in a
manner which is proportionate based on a
risk-based assessment of the likelihood of
fraudulent Payment Transactions and their
impact (considering amongst other things
the size and nature of its business).
Suspicious or high-risk transactions must
be subject to a specific screening, filtration
and evaluation procedure. The Central
Bank may request evidence of such risk-
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CBUAE Classification: Public

based assessment, and may direct that
further ~ or  alternative  monitoring
mechanisms be adopted.

Security advice for Customers

23.

24,

A Payment Token Service Provider must
provide easy-to- understand, prominent
and regularly reviewed advice from time to
time via effective methods and multiple
channels to its Customers and
Tokenholders on security precautionary
measures.

A Payment Token Service Provider must
manage the risk associated with fraudulent
emails, websites and mobile applications,
which are designed to trick customers into
revealing sensitive user information such
as login identifiers, passwords and one-
time passwords.

Security incident reporting

25.

Payment Token Service Providers shall
report major security and operational
incidents including downtimes to the
Central Bank, either immediately or in
such form and on such basis as the Central
Bank may direct from time to time, or as
set out in CBUAE Regulations.

Article (36): Business Continuity

1.

2.

In this Article (36), “Payment Token
Service Provider” refers to a Licensee or a
Registree, with the exception of Registered
Foreign Payment Token Issuers.

A Payment Token Service Provider shall
have in place an adequate business
continuity management program to ensure
continuation, timely recovery, or in
extreme situations orderly scale- down of
critical operations in the event of major
disruptions caused by different contingent
scenarios. An adequate business continuity
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CBUAE Classification: Public

3.

4.

management program comprises business
impact analysis, recovery strategies, a
business continuity plan and alternative
sites for business and IT recovery.

A Payment Token Service Provider shall
put in place a set of recovery strategies to
ensure that all critical business functions
identified in a business impact analysis can
be recovered in accordance with the
predefined recovery timeframe. These
recovery strategies shall be clearly
documented, thoroughly tested and
regularly reviewed to ensure achievement
of recovery targets.

A Payment Token Service Provider shall
put in place effective measures to ensure
that all business records, in particular
Customer records, can be timely restored
in case they are lost, damaged, or
destroyed. A Payment Token Service
Provider shall also allow Customers to
access their own records in a timely
manner. A Payment Token Service
Provider shall notify Customers of any loss
in their records through an operational
failure or through theft, and make
reasonable effort to ensure that personal
records so lost are not used wrongfully.

A Payment Token Service Provider shall
develop a business continuity plan based
on the business impact analysis and related
recovery strategies. A business continuity
plan shall comprise, at a minimum:

a) detailed recovery procedures to ensure
full accomplishment of the service
recovery strategies;

b) escalation  procedures and  crisis
management protocol (e.g. set up of a
command centre, timely reporting to the
Central Bank, etc.) in case of severe or
prolonged service disruptions;
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CBUAE Classification: Public

C) proactive communication strategies (e.g.
Customer notification, media response,
etc.);

d) updated contact details of key personnel
involved in the business continuity plan;
and

e) assignment of primary and alternate
personnel responsible for recovery of
critical systems.

6. A Payment Token Service Provider shall

conduct testing of its business continuity
plan at least annually. Its Senior
Management, primary and alternate
relevant personnel shall participate in the
annual testing to familiarize themselves
with their recovery responsibilities.

A Payment Token Service Provider shall
review all business continuity planning-
related risks and assumptions for relevance
and appropriateness as part of the annual
planning of testing. Formal testing
documentation, including a test plan,
scenarios, procedures and results, shall be
produced. A post mortem review report
shall be prepared for formal sign-off by
Senior Management.

Business exit plan

8. With a view to minimizing the potential

impact that a failure, disruption, or exit of
a Payment Token Service Provider would
have on Customers and the payment
systems in the UAE, a Payment Token
Service Provider is required to maintain
viable plans for an orderly exit of its
business and operations should other
options be proven not possible.

Among other things, a business exit plan
must:
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CBUAE Classification: Public

a) identify a range of remote but plausible
scenarios which may render it necessary
for a Payment Token Service Provider to
consider an exit;

b) develop risk indicators to gauge the
plausibility of the identified scenarios;

c) set out detailed, concrete, and feasible
action steps to be taken upon triggering
the exit plan;

d) assess the time and cost required to
implement the exit plan in an orderly
manner; and

e) set out clear procedures to ensure that
sufficient time and regulatory capital and
other financial resources are available to
implement the exit plan.

10. A Payment Token Service Provider must
review the plan on an annual basis to
ensure its relevance and workability.

PART 10

Article (37): Enforcement and Sanctions

Violation of any provision of this Regulation or
committing any of the violations provided for
under the Central Bank Law may subject the
Licensee or Registree to administrative and
financial sanctions and penalties as deemed
appropriate by the Central Bank.

Article (38): Additional Information
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Gathering Powers

1. The Central Bank may require the
following persons to provide it with such
information as the Central Bank considers
necessary:

a) Licensees and Registrees;
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CBUAE Classification: Public

b) providers of Virtual Asset services who
are not Licensed or Registered by the
Central Bank or licensed or regulated by
SCA or any Local Licensing Authority
with respect to those activities.

The Central Bank may enter into
information-sharing agreements or other
memoranda of understanding with, or
otherwise request the following persons to
provide it with such information as the
Central Bank considers helpful in order to
exercise its powers or meet its objectives
under this Regulation:

a) SCA;

b) any Local Licensing Authority;

c) other regulators.
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Article (39): Amendment to Retail Payment
Services and Card Schemes Regulation and
Stored Value Facilities (SVF) Regulation
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1. A Person licensed under the Retail

Payment Services and Card Schemes
Regulation or Stored Value Facilities
(SVF) Regulation with respect to Crypto-
Asset, Virtual Asset Token or Virtual
Asset activities shall cease to be licensed
with respect to those activities under either
Regulation following the end of the
Transition Period.

The Retail Payment Services and Card
Schemes Regulation shall not apply with
respect to Crypto-Assets, Virtual Asset
Tokens, Virtual Assets Service Providers
or Virtual Asset Token Services (each as
defined in the Retail Payment Services and
Card Schemes Regulation), with effect
from the end of the Transition Period.

The Stored Value Facilities (SVF)
Regulation shall not apply with respect to
Crypto-Assets, Virtual Assets or Virtual
Asset Service Providers (each as defined in
the Stored Value Facilities (SVF)
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CBUAE Classification: Public

Regulation), with effect from the end of
the Transition Period.

Article (40): Transition Period

1. There shall be a one calendar year period
following the commencement of this
Regulation during which Article (2) shall
not apply (the “Transition Period”).

2. The Central Bank may extend the
Transition Period at its discretion.

3. Notwithstanding Article (40)1, if the
Central Bank determines that a service
provider is unlikely to be able to comply
with any provision of Article (2) following
the Transition Period, it may order the
cessation of any aspect of that service
provider’s business which is within scope
of this Regulation.

Article (41): Interpretation of Requlation

The Regulatory Development Department of the
Central Bank shall be the reference for
interpretation of the provisions of this Regulation.

Article (42): Publication & Application

This Regulation shall be published in the Official
Gazette in both Arabic and English and shall
come into effect one month from the date of
publication.
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ANNEX

List of documents to be submitted in an
application

1. Completed application form for License

2. A report on paid-up capital certified by
External Auditor

3. A copy of the ownership structure

4. The latest audited financial statements for
each Controller

5. Completed application form(s) for each
Controller

6. Outline of the Senior Management and
staff structure

7. Completed application forms for members
of the Board and Senior Management

8. Independent assessment report(s) on the
key areas as set out in Article (6)5

9. Documentation on the sources of funds
(Article (15)2 and Avrticle (15)6)

10. A copy of the cyber-security policy

11. Risk management policies and
procedures
12. Policies and procedures regarding

AML/CFT risk

13. A copy of the risk appetite framework

14. Copies of policies and procedures for
managing the Reserve of Assets
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15. A copy of the investment policy for
managing the investment of Reserve of
Assets

16. A copy of any Customer Agreements to
be used

17. Business plan that covers a three-year
time horizon

18. A copy of the business exit plan

19. Board resolution in support of the
Application

20. A copy of the articles of association (or
equivalent) of the Applicant company in
English and Arabic

21. A copy of the Applicant's audited annual
reports and / or audited financial statements
for the past three financial years
immediately prior to application

22. Each of the following:

(@ A copy of the notarized Memorandum
and Avrticles of Association

(b) A copy of the Licensee Commercial
License

(c) External Auditor's certification that the
paid-up capital has been injected into the
business
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